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Introduction

and overview

Alan Finlay
Research coordinator

Of the eight countries surveyed here, only four have
comprehensive data protection privacy acts in place: Kenya,
South Africa, Togo and Uganda. But as these research reports
suggest, this is not necessarily a strong indicator of whether a

country is committed to privacy rights, or of the efficacy of a

country’s legislative environment in ensuring the right to privacy

and data protection.

Instead, reading across the reports, what can be described as
an asymmetry between legislation and practice is evident at

different levels. This asymmetry car

Togo, an effective constitutional dic

be pol

‘atorshi

tical — for example,
D marked by fierce

government crackdowns on opposition and recent reports of

S



surveillance of religious and political leaders, enacted a data
protection law in 2019, and is one of the few countries in Africa
to have ratitied the African Union Convention on Cyber Security
and Personal Data Protection (Malabo Convention). Yet, as

the country author suggests, “This interest [by policy makers

in digital rights] is not necessarily to protect the citizens but
rather out of concern to adapt state policies to the global
digital situation.”

This asymmetry also concerns the regulatory framework for the
implementation of a data protection act. Amongst the countries
surveyed here, South Africa was the first to pass a protechon of
personal information act (in 2013), but still has not implemented
the necessary regulations to give practical force to the law.

n contrast, while Nigeria's privacy law is still in draft form, it
already has what the country author describes as "watershed”
privacy regulations.

There is a different kind of asymmetry between many of the
regional instruments that provide obligations on countries to
develop corresponding legislation, with the suggestion that
inter-regional laws, such as the European Union's General Data
Protection Regulation (GDPR), are more effective in shaping
national legislation than instruments and conventions developead
in Africa.

Global conventions and instruments provide a relatively stable
framework of commitments for signatory governments to enact
privacy legislation. These include the Universal Declaration

of Human Rights and the International Covenant on Civil

and Political Rights, as well as sister conventions such as

the Convention on the Rights of the Child (UNCRC) and the
Convention on the Rights of Persons with Disabilities. States are




also party to the United Nation's 2013 resol
privacy in the digital age, wr
privacy must also be protected online.

Ution on the right to
ich asserts that the

ordinary rights to

Regional instruments and laws, particularly from the European

Union (EU), also shape n
example, the Council of
Protection of Individuals with regard to
Data has been used in developing a dra
while the GDPR is used as model privacy
necessary reference for legislative alignment — it is applicable to all
-U entities, even if they are based outside of the EU.

ational privacy legislation in Africa. For
-uropes Modernised Convention for the
the Processing of Personal
ft privacy
egislation and provides a

law in Namibia,

While umbrella charters such as the African Union's Banjul
Charter make no explicit mention of the right to privacy, a

matrix of regional instruments on t

he continent can be read

in the context of privacy. These include the Southern African

Development Community Model
the African Commission on Human and Peoples’ Rights new
dles on Freedom of Expression and Access
ca, the African Charter on the Rights and
Weltare of the Child, which uses similar but

Declaration of Princl
to Information in Afri

to the UNCRC, the East African Comm

Cyberlaws, and the African Continenta

However, there is a
regional instrumen
privacy legislation.

aw on Data

Protection,

modified language

unity’s Framework for

Free Trade Agreement,
which requires states to protect the personal data of individuals
and the confidentiality of their records in the processing and
dissemination of that data.

n uneven sense of the efficacy of these

-or example, Ethiopi

of the continent’s data protection instruments b
a Draft Personal Data Protection Proclamation.

ts in encouraging states to adopt progressive
a has yet to accede to any

Ut has publishea

n Kenya, the



privacy rights of children are not properly

egislated, despite the

country’s regional and global commitments. Of the countries

surveyed, only Togo

South Africa, as men

place since 2013. Although Nigeri

adopting the Convention in 2014, it has yet"
country author argues: "The Convention does not have the
force of law both within the country and on the continent, [and]

adoption of the Convention.”’

has ratified the Malabo Convention. Yet
tioned, has had a data protection law in
a signed the communique

0 ratify it. As the

nevertheless the national government has been taking steps
towards privacy and data protection prior to and since the

The purpose of the country reports collected here was to offer
an in-depth rights-based analysis of the status of privacy and

data protection legislation in the cou
were part of a project by the African

Rights and Freedom

to privacy, and of the cou
on privacy, a specific ana

ntries surveyed. The reports
Declaration on Internet

(AfDec) Coalition, “Strengthening a rights-
based approach to data protection in Africa’, whose objective
was to foster a rights-based approach to the adoption and
implementation of this legislation. In assessing country contexts,
the authors responded to a detailed research template. This
involved an analysis of a state’s regional and global commitments

ntry's legislative environment impacting
ysis of the comprehensive data

protection law as it exists in each country, and the identification
of key privacy rights actors and institutions, including an
evaluation of the data protection practices in internet country
code top level domain name (ccTLD) registration and the status

of the country's data
used for analysis for

based approach (HR

Declaration on Internet
privacy and personal data pro

BA) 1o po

icy and leqgis

8

protection authority. Two key frameworks
this research were Principle 8 of the African
Rights and Freedoms, which deals with
‘ection, and the human rights-

ative development,



whose basic

principles include participation, accountability, non-

discrimination and equality, empowerment and legality.

The country reports offer the necessary specifics of country-level

analysis which this introductory overview can merely suggest.

Table T summarises the status of comprehensive data privacy
laws in the countries surveyed. As all country report authors

point out, there is, besides this law, a mix of country-leve

legislation that impacts on the right to privacy. These include
penal codes, competition and consumer acts, cybercrime and

communicat
and specific

ons laws, health acts, freedom of information laws,
egislation such as those dealing with biometrics and

identity documents or the registration of SIM cards. The table
needs to be read in this context.

Table 1.

Status of data protection legislation

Status of comprehensive  Regulatory status/other
data protection law

Ethiopia No comprehensive data Draft Personal Data Protection Proclamation
orotection law oublished in April 2020.
Kenya Data Protection Act, 2019  Has yet to implement the provisions of the
Act, including establishing a data protection
authority.
Namibia Draft Data Protection No regulations yet.
Bill will be presented to
ministers in 2027
Nigeria Draft Data Protection Bill National Data Protection Regulations issued in
oublished in August 2020  January 2019.
South Africa  Protection of Personal Regulations have been developed, but not
nformation Act, 2013 implemented. Set to be fully in force mid-2021.
Tanzania NO comprehensive data Discussions on draft bill, but no draft bill has
orotection law been published for public comment yet.
Togo Data Protection Act, 2019  Regulatory requirements, including the creation
of a requlatory agency, not implemented yet.
Uganda Data Protection and Data Protection and Privacy Regulations issued
Privacy Act, 2019 iIn August 2020.




There were mixed findings on the extent to which the privacy
pbills and acts in the countries under study measured against
e 8. To a certain degree, some of the findings
depended on the different interpretations of the individual country
researchers, including the weight given to the relative importance
of any lacunae identified.

AfDec’s Princip

-or example, in South Africa, protections against collective

‘data harms’” is seen as necessary — offering what the author
feels is an important extrapolation of the individual data subject

rights enumerated in the Declaration:

“[T]his individualised

empowerment may not serve marginal communities in the whole,
and many forms of data harms will in fact be collective. Certainly
African human rights discourse has always strongly focused on
collective rights |...] and the mportart question will become how
collectivist unders _andmgs of law — facilitated by class actions or

even collective forms of

protection like data trusts — will emerge’

While in Kenya the right to communicate anonymously online is

this down, the country's Data

not guaranteed in full because “‘competing legislation [...] waters
Protection Act is also criticised

because in its formulation, policy makers did not actively ensure
the participation of all stakeholders. As the country author puts

i, only stakeho

ders who were “aware” of the bi

's passage

participated in its creation, resulting in gaps in the legislation
such as the protection of the personal data of children.

surveillance. In
‘for the right to

Namibia, the author finds that

awful state
the bill caters

The privacy laws discussed here do appear to at least on paper
strengthen the rights of individuals against un

privacy online by protecting privacy by default,
and setting out specific instances where public exemptions
to the application of the Bill may apply, thereby [imiting the

10



circumstance in which one's communication may be intercepted,
surveyed or otherwise processed.’

Yet there is a sense in which this should not be taken as
sufficient. Ethiopia’s draft proclamation is "by and large” aligned
with AfDec’s Principle 8, but it falls short on due process

in lawful surveillance, including the ability to contest the
surveillance, to seek remedies for unlawful surveillance, and in
post-surveillance notification of the individual being surveilled.
n Togo, where fresh evidence of unlawful surveillance of
religious and political leaders has recently emerged, there

IS a need to strengthen oversight mechanisms, as well as
independent judicial authorisation of surveillance.

Of the countries surveyed, Tanzania appears to be the least
committed to actively developing a comprehensive privacy and
data protection law, despite, for example, the legislated collection
of fingerprint biometrics by telecoms providers for SIM card
registration. These factors, including that, like Kenya, the right

to communicate anonymously online is not protected, leaves
Tanzania "a long way” from realising AfDec’s Principle 8.

There are similarly mixed findings as to whether the privacy
legislation conforms to the HRBA framework of analysis.
However, both the principles of participation, and, as an
extension, accountability, appear to be the weakest in application
in Most of the countries surveyed here.

In Ethiopia, both the current net of legislation relevant to privacy,
and its draft proclamation, are seen to be generally aligned

with the five HRBA principles. However, a gap in the principle

of participation is observed, in that the drafting process of the
proclamation has not included all relevant stakeholders, including

11



rights holders themselves.

Participation was also seen as a
shortcoming in the legislative development process in Uganda,
and now there remains a need to translate the country’s act
and disseminate it widely. Similarly, in Togo there is a lack of

broad-based public awareness of the legislation, which limits
multistakeholder engagement. In Tanzania, people-centred policy

and participation is deper

dent on the “localisation” of bills, which

includes making them clear and understandable to the majority of
people — a process that clearly does not happen in the country’s
stalled privacy bill process.

While the developme
conform with the HR

SA princip

process for that country’s legis
not uniformly applied during
deliberation processes.” Simi

nt of the legislation in Nigeria is said to

es, in Kenya's 12-year drafting
ation, the principles "were

the various open and closed
arly, participation is a key deficit in

the [aw-making process there — in part due to the government's
lethargy in enacting the country’s Public Participation Bill (2019)
in line with its constitutional requirement on public participation.
As in Ethiopia, it is rights holders who are in the main excluded
from participation, including people with disabilities, children

and the elderly.

In South Africa, the notion of access to law-making processes
should underpin participation, particularly with the creation of the
t data protection authority, the Information

country’s independer
Regulator of South A’
'undmg the IRSAis C

Tica (IRSA). Operating with insufficient

drrently trying to set up an online complaints

filing system in order to facilitate public complaints (and thereby
strengthen accountability). Yet, as the author notes, the low level

of internet penetration in rural areas in the country, and high data
costs, means using the internet as a mechanism for participation

IS in reality limited.

12



As these reports point out, it is at the level of the |mp\ementat|on
of any privacy act, including its requlations, where its efficacy as a
rights enabler wil becorre evident.

Although Togo's laws on the protection of personal data,

such as in the context of biometric identification, have shown

the government's willingness to develop a strong legislative
environment for the use of digital technologies, the “challenge of
implementing this legal framework is still considerable, especially
in the field of practice.” This field of practice includes, on the one
hand, the private sector developing policies in line with privacy
legislation, and, on the other, the strength and independence of

a country's data regulatory authority — which in a country like
Jganda has come under question.

The South Africa report points out that such an independent
authority, while being a necessary requirement to ensure the
implementation of a privacy act, also needs to be properly funded,
and have on-board capacity to enact regulations.

't is also a question of political will. A key aspect of privacy
legislation is that it has the potential to hold the state to account,
both in terms of issues such as surveillance, but also because the
state is a significant actor in the collection of personal data.

INn most of the countries surveyed here, comprehensive privacy
and data protection acts have yet to be tested sufficiently — some
of laws are new (passed in 2019), or in draft form. Those that
have been passed several years ago (as in South Africa) are only
now about to enact the relevant regulations.

t is unsurprising then that a key role for civil society identified in
the report recommendations is to monitor the implementation

13



of the privacy laws in order to hold governments to account

at different
monitoring

data protec

evels. At the local and national level, part of this

involves documenting and reporting breaches of
ion and privacy legislation. Strategic litigation may

be necessary (see, for example, Ethiopia), and in South Africa

the feasibili

ty of class action suits needs to be explored. At the

regional and international levels, coalitions of civil society groups
need to be formed to strengthen the monitoring capacity of civil
society; and civil society needs to be active at forums such as
the Human Rights Council's Universal Periodic Review when
countries come up for consideration.

This research provides an important benchmark for this
future advocacy.

14



Intro

et vue d ensemble

Alan Finlay

duction

Coordinateur de la recherche

Sur les huit pays etudies ici, seuls quatre ont adopte des lois
completes sur la protection de la vie privee et des donnees :

le Kenya, ['Afrique du Sud, le Togo et 'Ouganda. Mais comme
le suggerent ces rapports de recherche, cela n'est pas
necessairement un bon indicateur de lengagement d'un pays
envers la promotion du droit a la vie privee, ni de l'efficacité de

'environnement |égislatif d'un pays a garantir le droit a la vie
privee et a la protection des donnees.

Au contraire, a la lecture de ces rapports, ce qui peut étre decrit
comme une asymetrie entre |la legislation et la pratique est
évident a différents niveaux. Cette asymetrie peut étre politique

— par exemple,

marquee par ur

e Togo, veritable dictature constitutionnelle,
e repression féroce de ['opposition par le

15



gouvernement et de récents rapports sur la surveillance

des chefs religieux et politiques, a

promulgué une loi sur la

protection des donnees en 2019, et est ['un des rares pays
d’Afrique a avoir ratifié la Convention de I'Union africaine sur la
securite numerique et la protection des données a caractere
personnel (Convention de Malabo). Cependant, comme le
suggere I'auteur-pays, « I'|son] intérét [des décideurs politiques
pour les droits numeériques| n'est pas nécessairement de
proteger les citoyens, mais plutot d'adapter les politiques de

'Etat a la situation numérique mondiale ».

Cette asymetrie concerne egalement le cadre reglementaire
visant la mise en ceuvre d'une loi sur la protection des données.

Parmi les pays etudies ici, I'Afrigue du Sud a ete le premier

pays a adopter une loi sur la protection des informations

personnelles (en 2013), mais n‘a toujours pas mis en ceuvre les
reglementations nécessaires pour en assurer une application

concrete. En revanche, alors que la loi sur la protection de |a
vie privee du Nigeria est encore a I'état de projet, elle dispose

deja de ce que l'auteur-pays decrit
decisive sur la protection de la vie

comme une reglementation
Drivee.

| existe un type d'asymetrie difféerent entre de nombreux
instruments regionaux qui imposent aux pays l'obligation
d'elaborer une legislation correspondante, avec l'idee que
les lois interregionales, comme le Reglement general sur la

protection des donnees de ['Union

européenne (RGPD), sont

plus efficaces pour faconner la legislation nationale que les
iInstruments et conventions élabores en Afrique.

| es conventions et instruments mondiaux offrent un cadre

relativement stable dengagements

signataires promulguent des lois sur

16
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privee. || s'agit notamment de la Declaration universelle des

droits de 'homme et du Pacte international relatit aux droits civils
et politiques, ainsi que de conventions connexes telles que Ia
Convention relative aux droits de I'enfant (CDE) et la Convention
relative aux droits des personnes handicapées. Les Etats sont
egalement partie a la resolution des Nations Unies de 2013 sur le
droit a la vie privée a I'ere du numeérique, qui affirme que les droits
ordinaires a la vie privée doivent egalement étre proteges en ligne.

Des |ois et des instruments régionaux, particulierement ceux

de I'Union européenne (UE), faconnent également la Iégislation
nationale sur la vie privee en Afrique. Par exemple, la Namibie

a utilisé la Convention modernisée pour |la protection des
personnes a l'egard du traitement des données a caractere
personnel du Conseil de 'Europe pour elaborer un projet de |oi
sur la vie privee, tandis que le RGPD est utilise comme modele de
lois sur la vie privée et constitue une reference nécessaire pour
"alignement legislatif - il est applicable a toutes les entites de I'UE,
meme si elles sont basees en dehors de 'UE.

Alors que les chartes generales telles que la Charte de Banjul de
'Union africaine ne fait pas explicitement état du droit a la vie
privee, une matrice d'instruments regionaux sur le continent peut
étre lue dans ce contexte. Il s‘agit notamment de la loi type sur la
protection des donnees de la Communaute de developpement
de 'Afrique australe, de la nouvelle déclaration de principes sur

la liberté d'expression et 'acces a l'information en Afrique de la
Commission africaine des droits de 'homme et des peuples, de
la Charte africaine des droits et du bien-étre de ['enfant, qui utilise
un langage similaire, mais modifi€, a celui de la CDE, du Cadre de
la Communautée de I'Afrique de 'Est pour les droits numeriques
et de 'Accord de libre-échange continental africain, qui exige

des Etats qu'ils protégent les données a caractére personnel

17



des personnes et la confidentialité de leurs dossiers dans le
traitement et |la diffusion de ces donnees.

Toutefois, l'efficacité de ces instruments regionaux pour
encourager les Etats a adopter une Iégislation progressiste

en matiere de protection de la vie privee reste inegale. Par
exemple, I'Ethiopie n'a encore adhéré a aucun des instruments
de protection des données du continent, mais a publié un projet
de proclamation sur la protection des données a caractere
personnel. Au Kenya, le droit a la vie privee des enfants n'est
pDas correctement légifére, malgreé les engagements aux niveaux
regional et mondial du pays. Parmi les pays etudiés, seul le
Togo a ratifié la Convention de Malabo. Pourtant, 'Afrique du
Sud, comme il a eté mentionng, a mis en place une loi sur la
protection des données depuis 20713. Bien que le Nigeria ait
signé le communique adoptant la convention en 2014, il ne

'a pas encore ratifiee. Comme le soutient l'auteur-pays : « la
Convention na pas force de loi ni dans le pays ni sur le continent,
et| néanmoins le gouvernement national a pris des mesures en
faveur de |la protection de la vie privée et des donnees avant et
apres ['adoption de la Convention. »

L'objectif des rapports-pays recueillis ici était de proposer
une analyse approfondie, basée sur les droits, de I'etat de la
legislation en matiere de protection de la vie privee et des
donnees a caractere personnel dans les pays etudiés. Les
rapports s'inscrivaient dans le cadre d'un projet de la Coalition
pour la déclaration africaine des droits et libertés sur Internet
(AfDec), intitulé « Renforcer une approche basée sur les droits

en matiere de protection des données en Afrique », dont l'objectif
était de favoriser une approche basee sur les droits pour
'adoption et la mise en ceuvre de cette legislation. Pour évaluer

les contextes nationaux, les auteurs ont repondu a un modele

18



de recherche detaille. Pour cela, on a realise une analyse des
engagements aux niveaux régional et mondial d’'un Etat en
matiere de protection de la vie privee et de I'environnement
legislatif du pays ayant un impact sur la vie privee, une analyse
specifiqgue de la loi globale sur la protection des données telle
qu'elle existe dans chaque pays, ainsi que l'identification des
principaux acteurs et institutions en matiere de droits a la vie
privée, y compris une evaluation des pratiques de protection des
donneées dans l'enregistrement des noms de domaine nationaux
de premier niveau sur Internet (ccTLD) et le statut de l'autorité
de protection des données du pays. Deux cadres clés ont eté
utilisés pour I'analyse de cette recherche dont le principe huit (8)
de la Déclaration africaine des droits et libertés de l'internet, qui
traite de |la protection de la vie privee et des données a caractere
personnel, et 'approche basée sur les droits de 'homme (ABDH)
pour I'élaboration des politiques et des lois, dont les principes
de base comprennent la participation, la responsabilité, la non-
discrimination et ['egalité, 'autonomisation et la legalite.

L es rapports-pays offrent les spécificités necessaires a I'analyse
au niveau national que cette introduction ne peut que suggerer.

| e tableau ci-dessous resume l'état d'avancement d'une
legislation complete sur la protection des données dans

les pays etudies. Comme le soulignent tous les auteurs des
rapports nationauy, il existe, outre cette loi, un ensemble de
legislations nationales qui ont un impact sur le droit a la vie
privee. || s'agit notamment de codes penaux, de lois sur la
concurrence et la consommation, de lois sur la cybercriminalité
et les communications, de lois sur la sante, de lois sur la liberte
d'information et de lois spécifigues comme celles qui traitent de
la biomeétrie et des documents didentite ou de l'enregistrement
des cartes SIM. Le tableau doit étre lu dans ce contexte.

19



Tableau 1.

Etat de la législation sur la protection des données
“tat d'avancement de |a Statut reglementaire/autre
egislation globale sur la
protection des donnees
Ethiopie Pas de |législation complete sur | Projet de proclamation sur la protection
a protection des données des donnees a caractere personnel publie
en avril 2020.
Kenya Loi de 2019 sur la protection N'a pas encore mis en ceuvre les
des données dispositions de la loi, y compris la
création d'une autorité de protection des
données.
Namibie Le projet de |oi sur la protection  Pas encore de réglementation.
des donnees sera présente aux
ministres en 2027
Nigeria Projet de loi sur la protection Reglement national sur la protection des
des donnees publié en aout données publie en janvier 2079,
2020
Afrique du Sud  La loi sur |la protection des Des reglements ont éte elaborés, mais ne
iInformations personnelles, 2013 sont pas encore mis en ceuvre. Prévus
d'entrer pleinement en vigueur a la
Mi-2021.
Tanzanie Pas de loi globale sur la Discussions sur le projet de loi, mais
orotection des données aucun projet de loi n'a encore éte publie
Dour commentaires publics.
Togo Loi sur la protection des _es exigences reglementaires, y compris
données (DPA) n° 2019-014 du  la création d'une agence de régulation, ne
29 octobre 2019 sont pas encore mises en ceuvre.
Ouganda Loi sur la protection des Reglement sur la protection des donneées
données et de la vie privee, et de la vie privee publie en aout 2020.
2019

Les resultats de la mesure dans laquelle les lois et les projets
de loi sur la protection de |la vie privee dans les pays étudies

se mesurent au principe 8 de ['Af

Dec sont mitigés. Dans une

certaine mesure, certaines des conclusions dependaient des
differentes interprétations des chercheurs pour chaque pays,

y compris le poids accordé a

lacune identifiee.

20
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prO':ect OoNn contre I1es « dommages collectit

- offrant ce que ['auteur estime &t

des droits individuels des persor
Déclaration : « [cette| sa responsabilisation
peut-étre pas les communautés marg
de nombreuses formes de pré

(e une ex

Par exemple, en Afrique du Sud, on juge nécessaire d'assurer une

S causes aux donnéees »

a

polation importante

nes concernees enumereés dans la

N

dividualisée ne servira

inales dans leur ensemble, et
iudices liés aux donnees seront en

fait collectives. || est certain que le discours africain sur les droits
de 'nomme a toujours ete fortement axe sur les droits collectifs...

et la question impor

‘ante sera de savoir comment les conceptions

collectivistes du droit - facilitées par les recours collectits ou méme

les formes collectives de protectior

- emergeront... »

comme les fonds de données

Alors quau Kenya, le droit de communiguer anonymement en
igne n'est pas pleinement garanti parce que « la legislation
concurrente edulcore la situation », la loi sur la protection

des donnees est également critiquée parce que dans sa

formulation, les déecideurs politig
assure la participation de toutes
le dit 'auteur-pays, seules les parties prer
courant » de I'adoption du projet de loi ont
ce qui a entraine des lacur

Jes nont pas precisement
es parties prenantes. Comme

dal’

tes qui etaient « au

participe a sa creation,
es dans la legislation telles que la

protection des données a caractere personnels des enfants.

Les lois sur la protection de la vie privee dont il est queshon

iIcl semblent effectivement

renforcer, du moins sur papier, les
droits des individus contre la surveillance illégale de I'Etat. En

Namibie, 'auteur estime que le projet de loi « couvre le droit a
[a vie privée en ligne en protegeant par defaut la vie privee et

en definissant des cas Spécif
'application du proj

et de loi, limitant ainsi
une communication peut étre interceptéee, surveillée ou traitee ».
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Cependant, on peut penser que cela ne devrait pas étre considére
de proclamation de I'Ethiopie est

« dans I'ensemble » aligné sur le principe 8 de 'AfDec, mais il ne
respecte pas les regles de procedure en matiere de surveillance
ibilité de contester la surveillance, de

comme suffisant. Le projet

legale, notamment la possi

demander reparation en cas de surve
la personne surveillée apres la surveil

llance illegale et de notifier
ance. Au Togo, ou de

nouvelles preuves de surveillance illegale de dirigeants religieux

et politiques sont apparues recemment
renforcer les mecanismes de surveillance, ainsi que l'autorisation
judiciaire independante de la survei

Moins enclin a elaborer act

Parmi les pays etudies, la

vement une

"1l est nécessaire de

lance.

‘anzanie semble étre le pays le

oi globale sur la

protection de la vie privee et des donnees, malgre, par exemple,
la collecte legalisée d'empreintes digitales biométriques par

les fournisseurs des services de télecommunications pour

'enregistrement des cartes SIM. Ces facteurs, notamment le fait

que, comme au Kenya, le droit de com

en ligne n'est pas protege,

muniquer anonymement

font que la Tanzanie est encore
« loin » d'adhérer au principe 8 de 'AfDec.

Les conclusions sont tout aussi mitigees quant a savoir si la

legislation sur la protection de la vie

orivee est conforme ad

cadre d'analyse de 'ABDH. Mais il semble que les principes de
participation et, par extension, de responsabilite, sont les moins
bien appliques dans la plupart des pays etudies ici.

-n Ethiopie, le dispositif 1ég

de |la vie privee et son projet

islatit actuel relatif a la protection

de proclamation sont consideres
comme genéralement conformes aux cing principes de '[ABDH.
Toutefois, le principe de participation n'‘est pas bien observe,
dans la mesure ou toutes les parties prenantes concernees, y
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compris les titulaires de droits eux-mémes, nont pas participé

au processus de redaction de la proclamation. La participation a
également eté jugee deficiente dans le processus d'élaboration
de la legislation en Ouganda, et il reste maintenant a traduire
laloietala dn“Jser largement. De méme, au Togo, le public

n'est pas suffisamment sensibilisé a la législation, ce qui limite
'engagement des différentes parties prenantes. En Tanzanie, |a
politique et |la participation centrees sur la population dependent
de la « localisation » des projets de |oi, ce qui implique de les rendre
clairs et explicites pour la majorité des gens - un processus qui ne
se produit manifestement pas dans le cadre du projet de loi sur |a
protection de la vie privée du pays, qui est au point mort.

Alors que 'élaboration de la legislation au Nigeria est censée
étre conforme aux principes de l'approche basee sur les droits
de 'homme, au cours des douze annees de redaction de la
legislation kényane, les principes « nont pas été appliques
uniformeément au cours des différents processus de delibération
ouverts et fermes ». De méme, la participation est largement
insuffisante dans le processus |égislatif de ce pays - en partie
du fait que le gouvernement tarde a promulguer le projet de

loi sur la participation publique (20719) conformément a son
exigence constitutionnelle sur la participation pubhque Comme
en Ethiopie, ce sont les détenteurs de droits qui sont le plus
souvent exclus de la participation, notamment les personnes
handicapees, les enfants et les personnes agees.

-n Afrigue du Sud, la notion d'acces aux processus legislatifs
devrait renforcer la participation, notamment avec la creation
de l'autorite independante de protection des donneées,
'Information Regulator of South Africa (IRSA). Malgré un
financement insuffisant, 'RSA tente actuellement de mettre en
place un systeme de dépot de plaintes en ligne afin de faciliter
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les plaintes publiques (et de renforcer ainsi la redevabilité).

Pourtant, comme le note l'auteur

penetration de l'internet dans les
des donnees, |'utilisation de l'inte

participation est en reali

en raison du faible niveau de
zones rurales et le cout éleve
rnet comme mecanisme de

tée limitee.

Comme le soulignent ces rapports, c'est au niveau de la mise en
ceuvre des |lois sur la protection de la vie privee, y compris leurs
reglements, que leur efficacité en tant que facilitateur de droits
deviendra evidente.

Bien que les lois du Togo sur |la protection des données a

caractere personnel, comme dans le contexte de l'identification

biometrique, aient mont

Un enviror

technologi

pratique. » Ce champ daction comprend, d'une part, le secteur
prive qui elabore des politiques conformes a la [égislatior
sur la protection de la vie privée et, d'autre part, la force et

re la volonte du gouvernement de creer

nement legislatit fort concernant l'utilisation des
es numeriques, le « la mise en ceuvre de ce cadre
juridique represente encore un défi considérable, surtout dans la

'independance de l'autorite de regulation des donnees qui, dans
un pays comme ['Ouganda, est remise en question.

e rapport de I'Afrigue du Sud souligne gu’une telle autorite
independante, tout en etant une condition necessaire pour
mise en ceuvre d'une loi sur la protection de la vie

assurer la

privee, doit egalement étre su

ffisamment financée et avoir la

capacite de promulguer des reglements.

C'est auss

la legislation sur |la protection de

| une question de volor

potentiel de responsabiliser I'Etat,

des questi

joue un rod

ons comme la surveilla
e Important dans la col

te politique. Un aspect cle de

a vie privee est qu'elle a le

en ce qui concerne notamment
nce, mais aussi parce que |'Etat
ecte des donnees personnelles.
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Dans la plupart des pays etudies ici, les lois globales sur |a
protection de la vie privee et des donnees nont pas encore ete
suffisamment testées - certaines lois sont nouvelles (adoptées
en 2019) ou a I'état de projet. Pour celles qui ont été adoptées
Iy a plusieurs années (comme en Afriqgue du Sud), les
reglements correspondants sont sur le point d'étre promulguer
seulement maintenant.

| N'est donc pas surprenant qu'un des roles cles de la societe
civile identifiés dans les recommandations du rapport consiste

a surveiller la mise en ceuvre des |ois sur la protection de la vie
privee afin de demander des comptes aux gouvernements a
différents niveaux. Au niveau local et national, une partie de cette
surveillance consiste a documenter et a signaler les violations de
la legislation sur la vie privee et |la protection des donnees. |l peut
s'averer nécessaire de recourir a des litiges stratégiques (voir, par
exemple, I'Ethiopie) et, en Afrique du Sud, il convient d'étudier la
possibilite d'engager des actions collectives. Aux niveaux réegional
et international, des coalitions de groupes de la societe civile
doivent étre formees pour renforcer sa capacite de surveillance et
elle doit étre active dans des forums tels que I'examen périodigque
universel du Conseil des droits de I'hnomme au moment de
'examen des pays.

Cette recherche représente une référence importante pour ce
futur plaidoyer.
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Ethiopia

Dr. Kinfe Micheal Yilma'
Addis Ababa University Law School

Executive summary

This country report maps the state of privacy and data protection
in Ethiopia. Informed by a human rights-based approach, it
explores Ethiopia’'s current and developing legal and institutional
framework on privacy and data protection. The report begins with
an analysis of the constitutional framework for the protection of
privacy and data protection in the country, including in the digital
context. The current Ethiopian Constitution provides a sound
legal basis for the protection of privacy in that the protection
appears to cover privacy and data protection in the context of
digital communications. The report then surveys the extent to
which other subsidiary pieces of |legislation in Ethiopia protect
privacy and data protection. It shows that some Ethiopian

laws, particularly the Civil Code, Criminal Code and the Access

1 The author gratefully thanks Ato Gemechu Merera from Ethio telecom and Ato Manaye Alemu from the Ethiopian Institution of
the Ombudsman for kindly agreeing to be interviewed during the preparation of this report.
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to Information Proclamation, touch upon aspects of privacy

and data protection. The report further examines Ethiopia’s
international and regional commitments on privacy and data
protection. While Ethiopia is state party to key international
human rights treaties that guarantee the right to privacy, such as
the International Covenant on Civil and Political Rights (ICCPR),
it is yet to accede to any of the data protection instruments
including the Africa Union (AU) Convention on Cyber Security and
Personal Data Protection (Malabo Convention).

“thiopia does not have a comprehensive data protection law. But
this report closely examines the draft Personal Data Protection
Proclamation unveiled by the government in April 2020. [t
considers salient features of the bill, including key definitions,
data subject rights, conditions for lawful processing, relevant
exemptions in the public interest, data breach notification
requirements and the transfer of personal data across borders,
as well as provisions governing the proposed national data
protection authority, the data protection commissioner. The
report finds that Ethiopia’s draft Data Protection Proclamation
conforms by and large to international best practices, including
the Malabo Convention, the African Declaration on Internet
Rights and Freedoms (AfDec) and the Declaration of Principles
on Freedom of Expression and Access to Information in Africa.
But Ethiopia’'s performance in ensuring respect for and protecting
privacy and data protection is yet to be closely reviewed by
international mechanisms, including by relevant treaty bodies ana
Human Rights Council's Universal Periodic Review (UPR). This
report further considers the extent to which non-governmental
organisations are involved in the area of privacy and data
protection. Because privacy and data protection have, up until
now, generally received little policy or societal attention in
-thiopia, such organisations are yet to flourish.
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—thiopia’s current and developing legal

data protection conforms to the five basic principles of a human
rights-based approach. It finds that the legal regime is largely ir

The report further considers the extent to which and whether

framework on privacy and

ine with the principles, except for the principle of participation.

The lawmaking process on matters re
the writing of the draft Data Protectior
short of being inclusive of interested s

ating to privacy, including
Proclamation, falls
takeholders, including

rights holders. But Ethiopias existing and emerging legal ana
institutional framework generally embraces the principles of

accountability, non-discrimination ana

equality, empowerment

and legality. The report concludes that the country's current

privacy and data protection legal and i

nstitutional framework

s deeply fragmented and falls short o

of recommendations to the governme

" adequately upholding

the right to privacy and data protection. With a view to make
the legal framework fit its purpose, the report offers a series

nt, civil society groups

and the private sector. One suggestion is the adoption of a
comprehensive data protection framework based on input from
all stakeholders and in line with international best practices.

Methodology

The report primarily employs a doctrin
desk research. That means it is based
of relevant policies, laws and regulatio

al research method, i.e.
on a thorough examination
NS — and where relevant,

the literature on privacy and data protection law. But it also
draws further input from interviews with personnel in relevant

institutions. Potential informants and |

nterviewees for the report

are mainly from government departments that have some role in
the area of privacy and data protection.
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Country context

~thiopia is a federal republic located in t
the world’'s oldest independent nations. It is

he horn of Africa, one of

a founding member

of major international and regional organisations, including the
United Nations (UN) and the Organisation of African Unity (OAU),
now known as the AU, which has its headquarters in Ethiopia.
The country is the second most populous nation in Africa (next
to Nigeria), with an estimated population of 110 million. It has a
largely agrarian society with an estimated 80% of the population
engaged in the agriculture sector. Ethiopia has one of the fastest
growing economies but it is one of the least developed countries,
with an estimated per capita income of USD 800. Its economic
development strategy evolved over the years from agricultural-led
development to industrial-led development and now to innovation
and technology-driven development.

~thiopia is not one of the least-connected countries in the world.

According to World Internet Stats data, the level of internet use

and penetration in 2019 was around 18%.% This is remarkable in
ight of the fact that it was one of the fevv countries to introduce
telecommunication services shortly after tr

1894. The internet
some government

was introduced a little la

elr invention In
e 1IN 199/ In

institutions and international orgamsahons

headquartered in Ethiopia such the UN's Economic Commission
for Africa. The delay in the proliferation of internet use and access

IS mainly due to the monopoly of the telecom sector which

has been in place until recently. As of 2005, the nation’s sole
telecom provider was able to roll out only 4,000 km of fibre-optic

backbone in Addis Ababa. Fifteen years later in September 2020,
the county’s total fibre-optic cable line has reached 22,000 km.?

2 https://www.internetworldstats.com/africa.ntm#et
3  Bekele, K. (2020, 15 August). Communication authority to float bid by September. The Reporter. https://bit.ly/3lyhKRn
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However, the nation is said to require about 50,000 km of fibre-
optic cables in the coming five years.* With the recent decision
of the government to liberate the telecom sector — two new
operators will enter the market in 2021 — and partial privatisation
of the incumbent, internet use and access are bound to grow.

The slow development of the internet has played a role in delaying
the formation of internet policies including legislative measures
surrounding the internet. Ethiopia adopted its first information

and communications technology (ICT) policy in 2002, which has
since been revised in 2009 and 2016. These policy iterations have
gradually been translated into a range of laws. So far, a handful

of internet laws have been adopted including those dealing with
cybercrime, telecom fraud, e-transactions, disinformation and

hate speech online, and many others are in the pipeline such as a
data protection law. But some of these laws have raised concerns
around the enjoyment of human rights. For instance, the cybercrime
and disinformation laws have been criticised for posing threats

to the rights to privacy and freedom of expression. The Ehloplan
government is often accused of abusing such laws to stifle dissent
and engage in invasive practices of data collection and surveillance.
Mainly because of the country’s poor human rights culture, recent
internet lawmaking and implementation in Ethiopia tend to overlook
the need to uphold human rights in the digital environment.

Because privacy and data protection have received little policy or
societal attention, there are only a few institutions involved in this
fleld. Ethiopia currently has no comprehensive data protection
law or a national data protection authority. Other government
entities with some role in the protection data privacy have not
been actively working in the field of privacy and data protection.
Non-governmental entities working in this field have also been

4 Ibid.
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few and far between. It is only recent
with some interest in digita
emerged. A good case in point is tr
~thiopia (N
"the Centre for
ia. With

for Di
the a

O

Democracy Ir
bringing about di

gital Rights in

uspices of

~t

hiop
gita

trans

nline, including privacy and data protec

ly that
includir

civil society groups
g digital privacy, have
e recently launched Network
DRE), which operates withir
the Advancement of Rights and

the current government's ambition of
formation, concern for human rights
ion, is likely to grow. This

rights,

may be the start of an era where internet law and policy making
will have human righ

ts values as guiding principles.

Constitutional basis for the right to privacy
and data protection

~thio
const

right
curre
right

the ri
The-

Of

to privacy has bee
nt Constitution of

-1rst,

Dia has recognised the right to privacy th
itutional history. From its imperial constit
and the 1955 to the 1987 Constitution of the Mili
n constitutionally guaran
“thiopia, adopted in 1994, guarantees
to privacy in a more comprehensive manner. Article 26 o
“thiopian Constitution g
respects.
and sel
proper

eesS

[O
Ut

ughout its brief
ions of the 193
tary regime, the
eed. But the

the
"the

Jarantees the right to privacy in two key
't guarant
zures. This protects the
'y against unreasonab
ght to the inviolability of one's notes and correspondences.

the right not to be subjected to searches
orivacy of ones home, person and
interference. Second, it guarantees

€

‘erm “correspondence” is enunciated to capture modern media

“communication includi
and “electronic devices”.

ng

‘he latter phrase presumab

postal letters, telecommunications
y embraces

common means of communication using the internet. Thus this

prong of

the right protec

protection of personal data.

IS not to be Iin’

'S privacy of communications, including

But the right to privacy in the constitution

erpreted in a vacuum. Human rights guaranteed under

the constitution, including the right to privacy, must be interpretea
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in line with principles of the Universal Declaration of Human Rights
(UDHR) and the ICCPR which guarantee the right to privacy.® It

'S important to note that the right to privacy provision is yet to be
interpreted by courts in Ethiopia.

The right to privacy is not, however, absolute. It may be restricted
under “‘compelling circumstances”.® And any restriction should
meet the following two requirements. First, the restriction must be
in accordance with a law — i.e. there must be a clear legal basis
for the restriction. Second, the restriction must be necessary to
achieve certain legitimate aims. Such legitimate aims are listed
exhaustively: safeguarding national security or public peace,

the prevention of crimes, protection of health, public morality

or the rights and freedoms of others.’ It is vital to note that the
constitutional protection of the right to privacy in Ethiopia clearly
imposes corresponding duties on public officials. These duties are
both "negative” — i.e. a duty to respect — and “positive” — i.e. a duty
to protect.® While this provision imposes specific duties on public
officials vis-a-vis the right to privacy, the Ethiopian Constitution
imposes general duties to "respect and enforce” human rights
guaranteed under the constitution on “all federal and state
legislative, executive and judicial organs at all levels.™

Subsidiary laws on privacy and data protection

Norms and principles relating to the protection of privacy

and data protection are scattered across numerous pieces of
legislation. What follows outlines such pieces of legislation, along
with key privacy principles.

5  Constitution of Ethiopia (1994), Proclamation No 1/1995, Article 13(2) cum Article 12 (UDHR) and Article 17 (ICCPR).
6 Ibid., Article 26(3).
7/ lbid.
8 Ibid.
9  Ibid,, Article 13(1).
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“reedom of information law

—

The Freedom of the Mass Media and Access to Information

Proclamation addresses two themes: mass media and access to

information held by public bodies.’ Part three of the proclamation,
which deals with access to information held by “public bodies” (not

private bodies exercising public

by which access to data, includi
bodies may be restricted or den

functions), touches on typical issues

of data protection. This law provides a series of exceptional grounds

ng personal data, held by public
ied. One such ground is protection of

privacy of the data subiject, including a person who has been dead for
no more than 20 years."" But there are a number of exceptions where
disclosure may still be permitted. These include

- Where the data subject has expressed consent for the

disclosure of the data or has not "protested” the disclosure.

- When the data subject was informed earlier that his or/her
data is part of a class of data subject to disclosure.

- When the public interest in

disclosure outweighs the privacy

interests of the data subject.

- When the data is already p

ublicly available.

- When data relates to a legally incapable person and the
disclosure of which is in his/her best interest.'

- When the data is an employment record.

- When the request for disc

osure is made by the deceased’s

next of kin or someone wi
subject.

‘h the written consent of the data

10 Freedom of the Mass Media and Access to Information Proclamation No 590/2008. Note that this legislation is now being
revised, and a free-standing Freedom of Information Bill is expected to be released for consultation soon.

11 Ibid., Article 16(1).
12 Ibid., Article 28.
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Remarkab\y Article 15 of the law envisages what may be termed

a "superiority clause” by which restr
(personal) information held by publi

ictions to the disclosure of
IC bodies imposed by other

laws (e.q. data protection law) would not affect the right of
access recognised under this law. It stipulates that restriction

to access to (personal) information may be determined only

under Article 15(1), not any other legislation. In a way, this
means when the draft Data Protection Proclamation becomes
a law — which covers both public and private sector processing

of personal data — it would essent
public sector processmg of personal dar
clause would also raise a question of in

lally apply or
a. But-
erpre

of interpretation is that in case of ambiguity the la
would gain the upper hand over an olde

because much of the data collec
the government, and hence the c

Civil Code

jon In

[ Or

—thi

e. Thi
opia

1S

S

ly to aspects of
his superiority
atio

n. One theory
est law

IS concerning
undertaken by

ause means the protection of
data privacy would be seriously curtailed.

The Ethiopian Civil Code is one of the major subsidiary pieces
of civil legislation that protects the right to privacy under what
it refers to as "rights of personality”. At a more general level,

it provides that every physical person sha

personality recognised under the

| enjoy the rights of
“thiopian Constitution.™ In so

doing, it makes reference to civil rights guaranteed under the

~thiopian Constitution, including the right to privacy. The code
further provides specific personality righ
clear privacy undertones. The privacy sa

ts, some of which have
fequards guaranteed

within the umbrella of rights of personality recognised under the
code are as follows: the right to not have one’s person searched,
the inviolability of domicile, the inviolability of correspondence,

13 Civil Code of Ethiopia, Proclamation No 165/1960, Article 8(1).
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and the right to one's image.' There are also rights with
some privacy undertones such as the right to refuse medical
examinations, the right against unlawful molestation, and the
right to keep silent.’ No reported cases are yet available on how
these provisions have played out in court, except for two recent
rulings given by the Federal Supreme Court Cassation Division
that implicated the right to image provisions of the Civil Code.™
Since decisions of the cassation division have the status of
precedent, the cases in effect establish a new line of case law in
the field of privacy.

Criminal Code

The Ethiopian Criminal Code of 2004 is another important piece
of legislation that deals with privacy at some length and in a
more direct fashion. Indeed, it penalises privacy violations in
almost the same order the constitution guarantees the right to
privacy. Perhaps this is the case because the code was enactea
after the constitution. There are generally three criminal acts
made punishable under the code. First, it penalises unlawful
interference or restraint on the free exercise of civil rights — the
right to privacy included — guaranteed under the constitution or
other laws.!” This proviso, consequently, criminalises possible
violations of the privacy of persons, such as unlawful searches
and violations of personality recognised under “other laws” (such
as the Ethiopian Civil Code). As we have noted above, the Civil
Code provides a handful of personality rights with clear privacy
undertones. The violation of those personality rights results not
only in liability under civil law but under criminal law as well.

14 Ibid., Articles 11,13, 27-30, 317..
15 Ibid., Articles 10, 20-22, 23.

16 Ethiopian Supreme Court Cassation Division, Riyan Miftah v Elsewdi Kebels Plc (2013), File No. 91710; Dashin Bank v Dorina
Avakiyan (2018), File No. 156425.

17 Criminal Code of Ethiopia, Proclamation No 414/2004, Article 6071.
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Second, the Criminal Code outlaws the “violation of privacy of
domicile or restricted areas”.' Notable about this provision is
that it also covers violations of the privacy of premises of entities
as well. Read closely, this means that Ethiopian law recognises
the privacy not just of individual persons but also that of lega
persons. The third criminal act in connection with privacy rights
s “violation of the privacy of Correspondeﬂce such as letters
and electronic communications.' This offence is, nevertheless,
punishable only upon complaint and accusation — i.e. only where
victims lodge complaints to the authorities. The cybercrime law
also has some bearing on (data) privacy. More particularly, the
provisions that penalise hacking and cracking of computers,
computer systems, and computer networks are basically meant
to protect data privacy.

Criminal Procedure Code

The Criminal Procedure Code also has privacy-protective rules,
albeit indirectly. For instance, it provides that no person or
premises may be searched without a court warrant unless under
exceptional circumstances.?' The exception includes when there is
a ‘reasonable suspicion’ that the suspect possesses any articles
serving as material evidence for the offence the individual is
accused of or is suspected to have committed. Also notable is that
the code is commendably detailed in setting out the circumstances
under which warrants may be issued, and even specifies the time
during which searches and seizures may be executed.? It provides
that the warrant shall clearly specity the property to be searched.

18 Ibid., Article 604.
19 Ibid., Article 606.
20 Computer Crime Proclamation No 958 /2016, Articles 3-4.

21 Criminal Procedure Code of Ethiopia, Proclamation No 185/1961, Article 32. Note that this law is how being revised.

22 lbid., Article 33.
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Tax Administration Proclamation

~thiopian tax laws generally impose a duty of maintaining

the confidentially of tax information, which might include

personal data, collected from taxpayers. An example is the

Tax Administration Proclamation, which requires tax officers

to keep tax information confidential.#® But it provides a number

of exceptions where disclosure may be permitted, including

when the data subject consents to the disclosure or for law
enforcement purposes. Yet those to whom the data is disclosed
are still bound to keep the data confidential as far as possible and
return it to the relevant tax authority.

National ID Proclamation

~thiopia's National Identification (ID) Proclamation is another
law that contains rules protective of privacy. This legislation
mandates the collection of personal data, including sensitive
personal data, for registration of vital events such as births,
deaths and marriages as well as registration for and issuance
of national ID cards?* But disclosure of personal information
S restricted to be made only under exceptional circumstances
such as upon the consent of the data subject or court order.?
Curiously enough, the law provides that where disclosure of
personal information is likely to prejudice the public interest, no
disclosure will be made even with the consent of the data subject
concerned.?® Overall, these rules appear to be privacy friendly ana
in compliance with data protection principles.

23 Federal Tax Administration Proclamation No 983/2016, Article 8.

24 Registration of Vital Events and National Identity Card Proclamation No 760/2012, Article 57(2).
25 Ibid,, Article 64(3).

26 Ibid., Article 64(5).
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Health laws

~thiopia does not have a specific legislation addressing the

protection of health data. The only privacy-oriented legislation

IS the health

care administration law, whi

obligation of
"health professionals” to keep "persona

confidential.

s (a) permitted by the written consent o

2/ But this prohibition does r

ch imposes an

‘professional confidentiality”. This law requires
health information’

ot apply when disclosure

f the data subject, (b)

warranted by the risks to public health as determined by the
appropriate government organ, (¢) sectioned by court order, (d)
permitted by law and (e) warranted for scientific research so long
as the data is anonymised or pseudonymised.

Ethiopia’s international and regional commitments

on (data) pr

~thiopia ratified

ivacy

~thiopia is state party to a number of international treaties that
recognise the right to privacy and personal data protection. One is
the ICCPR which, under Article 17/, guarantees the right to privacy.
the ICCPR in June 1993.2° But it has yet to ratify
the First Optional Protocol to the ICCPR, which mandates an

individual complaints mechanism by which aggrieved individuals

may lodge a
protect the r

the Convent;

complaint against states for

ight to privacy. Ethiopia has also ratified post-ICCPR
human treaties which replicated the right to privacy, particularly

failing to respect and

ion on the Rights of the Child®*® and the Convention

on the Rights of Persons with Disabilities

(DRC).3" As the most

27 Food, Medicine and Health Care Administration and Control Reqgulation No 299/2013, Article 77. Cf Food, Medicine and Health
Care Administration and Control, Proclamation No 661/2009, Article 37.

28 Ibid.

29 https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=IV-4&chapter=4&clang=_en#EndDec

30 https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=IV-11&chapter=4&clang=_en

31 Convention on the Rights of Persons with Disabilities (2006), Articles 22-23. See also Convention on the Rights of Persons with
Disabilities Ratification Proclamation No 676/2020.
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recent human rights treaty, the Disability Rights Convention also
embodies some data protection principles. For example, the
convention requires state parties to ensure protection of “personal,
health and rehabilitation information of persons with disabilities”.*
Details of this proviso are furthered in a separate provision.

While requiring state parties to collect reliable information for the
purposes of formulating sound policies in the interest of disabled
persons, the convention attaches a number of requirements

that must be complied with in the course of collecting and
maintaining such statistics.®® It requires such processes to

first comply with data privacy principles to ensure privacy and
confidentiality of the data; and second comply with internationally
accepted norms and principles. The first requirement latently
assumes the existence of data privacy law in state parties — and
if there is none already, such law to be adopted. It is interesting
to note that the first general proviso is provided alongside the
underlying privacy provision of the convention, which is verbatim
to article 1/ of the ICCPR. As highlighted above, the Ethiopiar
Constitution requires its bill of rights provisions to be interpreted
in conformity with international human rights standards.
However, it also provides that international treaties to which
“thiopia is a party form an integral part of the law of the land.=*

“thiopia is not party to any of the regional legal instruments on
privacy and data protection. The only exception is the African
Charter on the Rights and Welfare of the Child, which — unlike the
Africa Charter on Human and Peoples’ Rights (Banjul Charter) —
expressly recognises the right to privacy.*> The Banjul Charter, to

32 Ibid,, Article 22(2).
33 Ibid., Article 31.
34 Ethiopian Constitution. (1994), Article 9(4).

35 African Charter on the Rights and Welfare of the Child (1990), Article 10. See also details about the status of ratification at https://
cutt.ly/UfBJn4N
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which Ethiopia is a state party, does not specifically guarantee the

right to privacy, but arguably other rights of the charter, such as
the right of dignity, protect inherent privacy interests.*¢ Ethiopia
has also yet to sign and ratity the Malabo Convention. Nor has it

acceded to the Council of Europe’s Data Protection Convention
108 (or 108+). With a Data Protection Bill recently released by the

government for public consu

and ratify the Malabo Conver

tation, Ethiopia might move to sign
tion as well as Convention 108. This

would be in line with the approach of the current administration
to accelerate accession to international treaties and institutions
such as the African Continental Free Trade Area. If the Data

Protection Bill is adopted and a Data Protection Commission
instituted, Ethiopia might begin to play some role in the field
of privacy and data protection in the African region. Ethiopia is

not a member of the sub-regional economic community, East

African Economic Communities (EAC) and hence not party

to its human rights commitments.®’ But unlike other regional

economic communities, EAC

1S also lagging behind in launching

a sub- regmna\ data protection

instrument. Its early attempts at

introducing a “Bill of Rights for the East African Community” is

still to become a reality.*®

The development of data protection law in Ethiopia

General

~thiopia never had a comprehensive or sectoral data protection

law. But there have been disjointed efforts to introduce data

protection legislation since at

least 2007/. The first ever data

36 African Charter on Human and Peoples’ Rights (1981), Article 5. See also Yilma, K., & Birhanu, A. (2012). Safeguards of the Right
to Privacy in Ethiopia: A Critique of Laws and Practices. Journal of Ethiopian Law, 26, 109-110.

37 Treaty for the Establishment of the East African Community (1999, as amended), Articles 6(d), 7(2) cum Article 27(2).

38 The East African. (2010, 11 July). Common Bill of Rights next for all EAC nations. The East African. https://cutt.ly/AfBJzOm;an
earlier version of the bill is available at https://cutt.ly/NfBJvUI

40


https://cutt.ly/AfBJz0m
https://cutt.ly/NfBJvUl

protection bill was commissioned by the Ethiopian government
in 2009.%° Drafted by an Indian-based consultancy firm, the

draft was released alongside other cyber legislation governing
electronic transactions and cybercrime. This bill was, however,
never presented before parliament for enactment. After a decade
or so of hiatus, the Ministry of Innovation and Technology
released a new and much improved draft Data Protection
Proclamation in April 2020.4° By and large, this bill reflects norms,
principles and rights provided in international and regional data
protection instruments.*!

The need for appropriate legal framework governing data
protection has been recognised in successive national policy
documents. The revised ICT Policy of 2009 addressed the

need for a data protection legal framework in a more elaborate
fashion. One of the strategic focuses of the policy was “ICT Legal
Systems and Security”’, which called for legislation governing data
protection and security to “facilitate Ethiopia’s unhindered and
effective participation in the global information society.”** This was
reiterated when the national ICT Policy was revised in 2016.% The
more recent iteration in Ethiopia's ICT policy making is the Digital
Transformation Strategy of 2020. But this omnibus and ambitious
document does not specifically address the issue of privacy and
data protection.** Ethiopia’s National Information Security Policy
also emphasises the need to put in place "data protection and
procedures” to ensure the security of personal data.*

39 Draft Data Protection Act, Version 1.1 (2009).
40 Draft Data Protection Proclamation (2020).
471 For more on key features of this bill, see the next section.

42  Ministry of Communication and Information Technology. (2009). National Information and Communication Technology Policy and
Strategy of Ethiopia, 11.

43 Ministry of Communication and Information Technology. (2016). Digital Development Strategy: ICT Policy of Ethiopia, 25-26.
44 Ministry of Innovation and Technology. (2020). Digital Ethiopia 2025: A Digital Strategy for Inclusive Prosperity.
45 Information Network Security Agency. (2011). National Information Security Policy, 8.
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A recurring issue of data protection in

government

~thiopia has been

the allegedly unbridled and covert surveillance practices
of government agencies. For many years, the Ethiopian
has been accused by human rights organisations

and activists of engaging in surveillance practices as well
as mass collection of personal data.*® Another prominent
iIssue of data protection revolved around national ID cards.

What persor

al data should appear in |

currently iss
controversia
government

Ababa. With
printing a pe
recently, the
in Addis Aba

but it seeme
of mentionir

identity of ind

Ued by local administrativ
. After Ethiopia introduce

D cards, which are
e units in cities, has been
d a federal system of

in 1997, ethnic and linguistic identities became
prominent. This meant that ID cards would bear the ethnic

recent changes in govern

\viduals based on the ethnic identity of their
father. This has been compulsory until recently, at least in Addis

ment, the practice of

rson’s ethnic identity on ID cards ended. But more

practice took a turn and
ba) would bear individua

D cards issued (at least
s" "blood type” instead of

ethnicity. Whether this change has any legal basis is not clear

d that the widespread disapproval for the practice

protection of

partly becau

the most comprehensive definition of
ian law, "“blood type” is categorised as personal
information.*” Thus, the question of what data |D cards should

carry remain

under Ethiop

g ethnicity on |ID cards led to the changes. As such,
privacy was not the main driving factor. This is

se the new practice of printing blood types raises
as many issues of privacy as blood type is a sensitive personal
data. Under the access to information law, which provides

S an issue of privacy and

‘personal information’

data protection in Ethiopia.

46 Human Rights Watch. (2014). “They Know Everything We Do": Telecom and Internet Surveillance in Ethiopia. https://www.hrw.
org/report/2014/03/25/they-know-everything-we-do/telecom-and-internet-surveillance-ethiopia; Marczak, B., et al. (2014, 12
February). Hacking Team and the Targeting of Ethiopian Journalists. The Citizen Lab. https://citizenlab.ca/2014/02/hacking-
team-targeting-ethiopian-journalists; for more discussion on Ethiopia’s surveillance practices, see: Yilma, K. (2015). Data Privacy
Law and Practice in Ethiopia. International Data Privacy Law, 5(3), 183-184.

47 Proclamation No 590/2008, Article 2(8).
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Indeed, the law governing national ID cards does not mandate
such a practice.*® Per this law, physical ID cards should not
mention ethnic identities but in the electronic database the
ethnic identity of individuals must be indicated.* Still, the
envisioned national ID card database is bound to carry personal
data, including sensitive data such as date of birth, sex, religion,
fingerprints and signature.®® And this makes a robust data
protection framework an imperative. Ethiopia's "Ministry of
Peace” has reportedly started the process towards introducing
a "National Digital ID Strategy”.>" Of course, one of its statuary
functions is to “lead and follow up national ID card registration
and issuance.™?

Salient features of Ethiopia’s draft Data Protection Law

Key definitions

The draft Data Protection Proclamation provides definitions of
key terms that recur throughout the law in line with international
best practices. One key definition concerns "personal data” which
s defined broadly and includes "any information relating to an
identified or identifiable natural person who can be identified
from these data or from those data and other information that is
in the possession of or likely to come into the possession of the
data controller”.>® Going further, the bill provides that personal
data includes "any expression of opinion about the individual and

48 National ID cards are yet to be implemented and ID cards are currently issued by local administrative units.
49  Proclamation No 760/2012, Articles 57-58.

50 Ibid.

51 Ministry of Innovation and Technology. (2020). Op. cit.

52 Definition of Powers and Duties of the Executive Organs of Ethiopia, Proclamation No 1097/2018, Article 14(1(k)). The National
Intelligence and Security Service, which has recently become a department with the ministry, is tasked by its establishment
legislation to oversee the issuance of national ID. National Intelligence and Security Service Re-establishment Proclamation
804/2013, Article 9(11). Note that this is a continuation of plans to launch a national ID both in the Growth and Transformation
Plan | (2010-2015) and 1l (2016-2020).

53 Draft Data Protection Proclamation (April 2020), Article 2(19).
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any indication of the intentions of the data controller or any other
person in respect of the individual®. Related to this definition is
the term “sensitive personal data’, which is defined in the form

of an illustrative list.>* This includes data about a person’s racial
or ethnic origins, genetic or biometric data, physical or mental
health or condition, sexual lite, political opinions, trade union
membership, religious or other beliefs and criminal history and
legal proceedmgs But this list is not exhaustive, and as such,
the commission is empowered to extend the list of sensitive
persona\ data where necessary.”> Another key definition concerns
‘consent” which is defined in the bill as "any freely given specific,
informed and unambiguous indication of the wishes of a data
subject” and such indication may be given either by a "statement
or clear affirmation” by which she or he signifies agreement to
personal data relating to them being processed.

Data subject rights

The Data Protection Bill enshrines a broad range of data subject
rights that are widely accepted in contemporary international and
regional data protection instruments. These are:

o
——

Right to be informed (Art 35): The right to be informed
about the identity of the data controller, scope, nature,
ourpose and legal basis of the processing unless the
Drocessing is mandated by law or providing information
would require disproportionate efforts.

o
——

Right of access (Arts 36-37): The right to access free of
charge and swiftly the data being processed unless such
access would invade or harm the right to privacy or the

54 Ibid, Article 2(28).
55 Ibid, Article 2(28(j)) cum Article 19.
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o
———

o
—

®
—

®
—

®
——

health or safety of others, or the data is privileged by law or
IS merely evaluative material, or the request for access is
repetitive, frivolous or vexatious.

Right to rectification (Art 38): The right to request correction
of inaccurate, incomplete, misleading, outdated personal
data held by a data controller or third parties with whom it
was shared a year before the request.

Right of erasure of processing (Art 39): The right to request
erasure of processing of personal data that is no longer
necessary for the purpose for which it was collected, or
acked any legal basis or the data subject has objected to
the processing unless the data is necessary for reasons of
public health, human rights-compliant historical, statistica
or scientific research or for advancing legitimate interests of
the data controller or the data subject.

Right to request restriction of data processing (Art 40): The
right to seek a temporary halt to the processing of personal
data until the claims or objections of the data subject
regarding the processing are verified.

Right to object to processing (Art 41): The right to object to
orocessing of personal data, including for purposes of direct
marketing, unless the grounds for processing outweigh the
rights and freedoms of the data subject.

Right not to be subjected to automated processing of
personal data (Art 42): The right not to be profiled which may
have significant legal effects on the data subject, unless

the automated processing is sanctioned by law or the data
subject’s explicit consent or is needed to conclude a contract
between the data controller and the data subject.
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®
——

Right to data portability (Art 43): The right to receive one's

personal data from data controllers in a machine-readable,

structured and

commonly used format, including to move the

data to another controller or processor unless the transfer

would affect tr

e rights of others or undermine public interest.

Conditions for lawful processing

~thiopia’s draft Da

ta Protection Proclamation envisages two

layers of conditions for lawful processing of personal data.

-irst, it lays out general conditions of lawful processing. For any
orocessing to be lawful, it should be based on the consent of
the data subject that is “free, informed, specific, clear, capable of

being withdrawn™ and given before the start of the processing.~®

Other grounds of

awful processing are when the processing (a)

IS necessary to fu
and controller are
interests of the da
controller that are

fil contractual obligations to which data subject
involved, or (b) is necessary to uphold vita
ta subject or legitimate interests of the data
not overridden by fundamental rights of data

subjects, or (¢) is necessary for achieving public interests goals
such as public order.”’

Second, the bill prescribes specific conditions for processing

sensitive persona

| data as well as data of children. For

processing of sensitive personal data (other than data in
respect of racial or ethnic origin) and personal data of childrer
to be lawful, it should be (a) based on written, specific consent

of the data subject; it the data subject is a child, consent should

be given by his or
with a law adopte

her parent or legal guardian, (b) in accordance
d after the coming into force of the data

protection law, (c) necessary to protect the life and safety of

56 Ibid., Article 16(2(a)) cum Article 17.

57 Ibid., Article 16(2(b-f)).
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the data subject who is not capable of expressing cor
or of another person, (d) necessary to protect the lawful
NON-COMIT
medical treatment, (f) necessary -
interests of natural or

ercla

SENI

and

interests of a public entity, (e) necessary for
0 protect the lawful rights and
egal persons in legal proceedings, (g)

necessary to protect processing by religious institutions of data
in respect of religious beliefs, or (h) necessary to protect his or

her vi

In addition to the above highligh
processing, the Data
requirements to make processing of personal data lawfu
include prior registration of da

al interests if t

Protection

he data subject is a child.*®

‘ed conditions for lawful
Bill provides an overlay of

the appointment of a data protection officer,*® setting of
technical and organisation security measures,®' data protection

Impact assessmnr

by design.** Whi

clrcumstances, -

make the processing unlawful.

~thiopia's draft

Data Protection

ent,*? prior authorisa
e each requirement may apply in specific
‘ailure to meet the attendant conditions would

Relevant exemptions in public interest

Proclamation provides

. These

'a controllers and processors,”?

ion® and data protection

exemption to a certain category of data processing. Essentially,

all of the exemptior
data undertaken in-
the fo

58
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e 53.
e 98.
e 99.
e 60.
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defence or public security, including when exemption is
granted or certified by the prime minister for those purposes,®

(b) processing for purposes of preventir

prosecuting crimes as wel

as executior

g, investigating ana
of penalty,® (c)

processing for purposes of safeguardir
including economic interests of the star

g general public

e,°” (d) processir

INnterest,

g of

upholding judicial independence and judicial proceedings,®®

(e) processing for p
rigr
of historica

- statisti

There are three vita
-irst is that the fina

urposes of protecting data subjects or the

ts and freedoms of others,*® and (f) processing for purposes

cal or scientific research.’®

DOINtS to note regarding these exemptions.
exemption is permissible only when

data controlle
organisatior

rs have put in place the required technical ana
measures to protect the rights of data subjects.”

d

Second, whi

e tr

e bill appears to provide an exhaus

jve list of

exemptions, It a

SO empowers the

Data Protecti

on Commission

wh

of

iIch may — by a directive, a subsidiary legislation in a hierarchy
aws in Ethiopia — broaden the scope of exemptions when

or if the interests of data subjects or the rights and freedoms

of others warrant it.”2 Third, the bill omits widely accepted
exen

ptions in data protection law: processing of personal

data for purposes of journalistic or artistic purposes.’? But, the

commission — relying on its power of adding new exemp

10ONS

noted above — may include such exemptions in due course.
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Data breach notification requirements

The draft Data Protection Proclamation provides two layers
of notification requirements when a data breach occurs: i.e.
notification for the Data Protection Commission and the data

subject. But the bill adopts less stringent requirem
notification to data subjects. Notification of the co

ents of breach
MMISSION IS

required when the breach is likely to pose a "risk” to the rights

and freedoms of an “individual”.”* This proviso sug

gests that

notification is required when the risk is not just to

be slightly cumbersome and create unrealistic reg

the rights and

freedoms of affected data subjects but "any individual”. Unless
the use of the term “individual” is a drafting misstep, this would

uirements for

data controllers. Notification to potentially affected data subjects
IS required when the breach is likely to pose a "high risk” to the

rights and freedoms of data subjects.’”> So, if the ri

although the question of how "high” high is remain

sk is not "high’

enough, the data subject would not be entitled to notification,

S. However

there are still circumstances where "high risk™ breaches may
not warrant notification to data subjects.”® One is when the data
controller suffering the breach has put in place appropriate

technical and organisational measures such as er

cryption that

would render personal data unintelligible; second, when the data

controller has taken subsequent measures that m
or third, if notn‘ymg data subjects would demand d

itigated the risk;
ISproportionate

efforts and if public notice of the breach has already been
announced. But the commission is at liberty to notify the data

subject when it deems it necessary.’’

74 Draft Data Protection Proclamation (April 2020), Article 54(1).
75 Ibid., Article 55 (7).
76 Ibid., Article 55(3).
77 Ibid., Article 55(4).
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In principle, breach notification should be provided to the

Com
should be given in 72 hours only wher
ves some latitude to data contro
ces. But when the notification |

pill gi
the noti
commission within 72 hours, tr

e data

mission and data subjects without “undue delay”.”® Notices

‘feasible”.”” Hence, the
lers as to when to issue
S not provided to the
controller should furnish

reasons for the delay.®® This requirement does not apply for

breach notificatior

not provide reasons or the comr

reasons provided.

to data subjects. It
however, as to what would happen if the data controller does

IS not entirely clear,

mission is not persuaded by the

When providing breach notifications t

al’

IN

d data subjects, data control
formation such as the nature and scope of personal data

0 both the commission

ers are required to include some

breached, contact details of the data protection officer

or other focal person, possible consequences of the breach and
measures taken or proposed to mitigate the adverse effects

of the incident.®!

Cross-border data transfers

Transborder transter of persona\ data from Ethiopia is
‘ed on\y when there is an “appropriate level of (data)

permit
protec
leve| of

of protection in the European Union (E

ion” in the “third-party jurisdiction”.®? The "appropriate

protection’ threshold is slightly different from the
standard adopted elsewhere, for example "adequate” level

/8
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81
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83

Did., Artic
Did.

pid., Artic
pid., Artic
pid., Artic

les 54 (1), 55(1).

e 54(2).
es 54(4) cum Article 55(2).
es 28, 29(5).

General Data Protection Regulation 2016/679 (2016), Article 45.
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Data Protection Bill envisages circumstances where personal

data may be transferred to a third-party jurisdiction that does
not, per the commission's assessment, provide appropriate

levels of data pro
gives explicit consent
iInformed of the lack of
jurisdict
legitima

ap
ion, (b) when the t

‘ection. These are: (a) when the data subject
to the proposed trans
oropriate protec

fer after having being
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ransfer is necessary to achieve certain

te aims of the data subject or data controller or both, as

well as for matters of public interest, and (c) when the transfer is
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The bill also envisages “limited transter” of personal data to a

third-party jurisdiction wi

'h no appropriate level of protection

when the data subject consents to the transfer and parts of
the data are severed or reduced.”® But such transfer requires
the authorisation of the commission and probably concerns
circumstances where the data subject is not informed in

advar

the destination.

ce about the lack of appropriate level of protection at

Privacy and data protection institutional framework

Data |

As highlighted above, Etr

protection authority: the

Drotection Commission

iopia’s draft Data Protection
Proclamation envisages the creation of a national data
—thiopian Data Protection Commission.

The commission is envisaged as an independent entity
answerable to the House of Peoples’ Representatives, the lower

chamber of par

lament.”! [t is also the House that appoints
the commissioner and deputy commissioners of the Data
Protection Commission. The bill places emphasis on the
institutional independence o
obliging the commissioners -

" the commission, including by
0 "act with complete independence

and impartiality and not seek or accept instructions.™-

The

of

Data Protectior
range of regulatory functions.
its mandate:

Commission iIs tasked to undertake a broad

But the following are key aspects

. To oversee the implementation of data protection law,
including by keeping a register of data controllers and

90 |
91 |
92 |

D10

DIO
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., Artic
., Artic
., Artic

e 29(4).
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e 13(7).
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processors, undertaking audits of practices and policies of
data controllers and processors, investigating complaints, ana
conducting search and seizure.”

. To issue enforcement notice against data controllers found to
have violated their duties under the law.”

+ To issue an injunction to preserve data vulnerable to loss or
alteration.”

-+ To make determination whether a third party jurisdiction has
an appropriate level of protection in the context of cross-
border data transfer.”®

. To approve or deny cross-border transfer of sensitive
personal data.”’

))

- To order local processing or storage of “critical personal data
based on strategic interests of the state.”®

- To raise public awareness regarding data subject rights and
obligations of data controllers and processors.”

But it is vital to note that the Data Protection Bill envisions the
possibility that the commission may be entrusted with the
powers of overseeing other laws.'® One possibility for an such
additional role is when future sector or domain specific data
protection legislation is enacted, be it on health, communication
or health data processing.

93
94
95
96

DId., Articles 6, 45-57, 6/-68.
nId., Articles 6, 65.

DId., Article 6.

pid., Articles 29, 31.
97 Ibid,, Article 32(2).
98 Ibid., Article 32(1).
99 Ibid., Article 6.

100 Ibid., Article 6(18).
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Other regulatory entities

As rules of data protection in Ethiopia are scattered across
various pieces of legislation, a number of institutions currently
have statutory responsibilities of overseeing these rules.

The following are key among those institutions. One is the
~thiopian institution of the ombudsman. The ombudsman is
an independent body tasked primarily to address problems

of maladministration and enhance good governance in public
institutions.’™ However, this role is largely recommendatory
and hence wields no power to issue binding decisions against
non-complying public bodies. It is the access to information
legislation that vests in the ombudsman the power to make
binding decisions. A person aggrieved by the decision of a
public relations officer in a public body (either to allow or deny
disclosure of [personal] information) may appeal, first, to the
head of the public body and second, to the institution of the
ombudsman and finally to court.’® That means the ombudsman
may order a public body not to disclose personal data held by
public bodies to third parties. Moreover, the ombudsman is
charged with preparing a "“Code of Custody, Management and
Disposal of Records”,'® which was adopted by the ombudsman
in Mid-2020. In an interview with the head of the Ombudsman’s
Access to Information Law Implementation Directorate, it

was revealed that the institution is yet to properly carry out

its statutory functions relating to data privacy.'™ Mr. Manaye
noted that because public bodies do not generally comply with
the access to information requests, appeals alleging privacy
interference due to disclosure of information have never been

107 Ethiopian Institution of the Ombudsman Establishment Proclamation No 211/2000, Articles 5-6 .
102 Freedom of the Mass Media and Access to Information Proclamation No 590/2008, Articles 31-32, 34.
103 Ibid., Article 38.

104 Interview with Mr Manaye Alemu, director of the Access to Information Law Implementation Directorate of the Ethiopian Institu-
tion of the Ombudsman, 9 October 2020.
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presented to the ombudsman. In other words, comp
privacy violation arise when public bodies disclose information,
but they generally do not.

Other government insti

aints of

'utions have some role in the protection

of privacy and data protection. The Communications Service

Proclamation, for instance, tasks the Ethiopian Communications

Authority (ECA) with promoting “data privacy and protection” in

the telecom sector.' As a t

recen
embodies some protectior
Network Security Agency (

elecom sector regulator, ECA has

tly issued a draft consumer protection directive which

of data privacy.'® The Information

NSA) would also be involved in

data protection as its nation’s prime cyber command and root

certificate authority.’” The

-inancial Intel

igence Center (FIC), a

body mandated to regulate money laundering and the financing
of terrorism, also has some role. In particular, the FIC is

by law to put ir
ensure the pro

place “information management systems” to
‘ection of sensitive and confidential financia

required

information.'® The Ministry of Innovation and Technology is

also entrusted by law -

Pro

‘ection while administra

istry of Peace will also F

entation of the data pro

ave the sole role of oversee]

ing the upcoming national |

0 initiate policy and law in the field of
information technology.'®® As highlighted above, the recently
introduced Data Protection Bill was drafted under
ministry. After the draft is enacted, the ministry
a key role in the implerr
Min

the aegis of the
s likely to play
‘ection law. The

ng data

D,

105 Communication Services Proclamation No 1148/2019, Article 6(25). Note this statutory function of ECA is reinforced by the new-
ly adopted e-transaction legislation, although the law appears to obfuscate the distinction between a registry and a registrar in
domain name administration. See Electronic Transaction Proclamation No 1205/2020, Articles 38-40 cum Article 5(3).

106 Consumer Rights and Protection Directive (Draft, 2020), Articles 15-16.

107 Information Network Security Agency Re-establishment Proclamation No 808/2013, Article 6.

108 Prevention and Suppression of Money Laundering and the Financing of Terrorism Proclamation No 780/2013, Article 13(5) cum
Article 23.

109 Proclamation No 1097/2018, Article 10 cum Article 20.

99



Data privacy and non-governmental entities

There are no local organisations or associations that are

actively involved in the-
“thiopia. For so long, this area has generally been overlooked

ﬁ

eld of privacy and data protection in

by academics, civil society organisations and human rights

advocacy groups int
few organisations wi

he country. In the recent past, there were a
h a potential to engage in the field but they

seem to have become defunct. One example is the Ethiopian

in 2005, but this r

-ree and Open Source Software Network (EFOSSNET), launched
etwork appears to have been disbanded for a

while now.""® Another potentially relevant entity is the Ethiopian
Information and Communication Technology Association (ICT-

=T), established
engage in the fie
began to ca

in 2070, which is still active."" While it is yet to
d of privacy and data protection, it has recently
| on its members to comment on the draft internet

laws tabled for public consultation such as the draft E-transaction

Regulation.''* B
Da
Da

Jt no such call has been made so far on the draft

'a Protection Proclamation. In part, this may be because the

'a Protection Bill has not officially been released for wider
public consultation.

However, recent years have seen the rise of some interest
in “digital rights” and a group of activists have founded the

N

)

RE. 13 But the extent-

‘0 which this network has been involved

in advocating for the protection of the right to privacy and data
protection in Ethiopia is
network was established only recently. In contrast, international
organisations such the Internet Society (ISOC) have advocated

unknown. This is partly because the

110 The network’'s website www.efossnet.org is offline but preliminary information about EFOSSNET is available at https://bit.

177
112
113

y/3jjJECWO
nttps://ictet.org/about

nttps://ictet.org/2020/10/05/request-for-comment-on-electronic-transaction-regulation
nttps://ndrethiopia.org/2019/09/23/about-us
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in the area of privacy and data protection in some occasions.
More recently, the African Bureau of ISOC has offered extensive
comments and suggestion on, inter alia, the draft Data Protection

Proclamation and the draft Consumer Rights and Protection
Directive.

"% The latter governs consumer rights in the telecom

sector, and as such, stipulates some sector-specific data
protection norms and principles. In March 2020, the Ethiopian
Chapter of ISOC was launched.' Once the chapter becomes fully
operational, it will certainly have some role in advancing privacy

and data

protection rights in Ethiopia.

Data privacy and ccTLD

The newly established ECA is responsible for the management of
the nation's country code top level domain (ccTLD), .et.’"® But the
law allows ECA to delegate or contract out the task of managing
the ccTLD to third parties subject to general supervision of the
authority.''” Before the creation of ECA, a regulatory department
within the Ministry of Innovation and Technology was mandated
by law to manage the domain name.'"® But the law had mandated
a form of multi-stakeholder governance framework by which

the ministry would coordinate “pertinent stakeholders” for the
creation and proper utilisation of the ccTLD system.'™ Within

this fram

of the ru

ework, the ministry would oversee the implementation
es and procedures set out through multistakeholder

governance pProcesses.

114 For example,

Bekele, D. (2018, 12 October). Internet Society Submits Comments for the Revision of the Ethiopian Cybercrime

Law. Internet Society. https://www.internetsociety.org/blog/2018/10/internet-society-submits-comments-for-the-revision-the-
ethiopian-cybercrime-law

115 Necho, A. (2020, 2 March). Internet Society Ethiopia Chapter Launched Today! Internet Society. https://www.internetsociety.org/
blog/2020/03/internet-society-ethiopia-chapter-launched-today

116 Proclamation No 1148/2019, Article 6(12) cum Article 27(2).
117 Ibid., Article 27(9).
118 Proclamation No 1097/2018, Article 20(1(0)).

119 Ibid.
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[

practice, Ethio te
thus far — is curren
r
persona

ame. Ethio telecornr

ecom — the nation's sole telecom provider

tly the de facto registry of the .et domain
s terms and conditions govern the sharing of
data collected during domain name registration. Terms

and conditions provide that such data may be shared with “legally
mandated authorities” or be used for "any other related p

ent
Sa
requests are entertained by

N

S suggests that

‘orcement purposes, for instance, is permissib
fequards. There is also no publicly known procedure by which
~thio telecom. In an interview with

including for marketing or research by Ethio telecom itself.

Urposes’,

-[-'120

granting access to WHOIS data for law

e without any

a legal officer at Ethio telecom’s Criminal Follow-up and Support
Unit, it emerged that Ethio telecom entertains law enforcement

in light of the right

requests for user persor
through what it is ca
Gemechu Merera r

al data — including WHOIS data —

led” mformahm provisioning directive”. !
oted that legal officers would review requests
to privacy provision of the constitution. But

he noted that no such request has, to his knowledge, been made

regarding WHOIS da
or addresses of

the content of their
mMost registrants of the .et domain are government institutions,
pe it ministries, public enterprises or public universities. This

domr

Mmeans

of

name and personal telephone number of

120 https://www.ethiotelecom.et/domain-name-webhosting-email-services

[a as requests often concern the identity
individuals holding certain phone numbers and
text messages. But it is vital to note that

that a search in the WHOIS does not as such reveal
personal data. But in some cases, it does reveal personal data of
registrants when public bodies use personal data or details for
ain registration. A search on WHOIS database, for example,
the ECA's domain (eca.et) reveals the personal email address,
-CA's director general.'#?

127 Interview with Mr. Gemechu Merera, Legal Officer at Ethio telecom’s Criminal Follow-up and Justice Unit, 9 October 2020.

122 http://whois.ethiotelecom.et
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Comparing Ethiopia’s data privacy framework
with regional standards

This section compares Ethiopia’s legal framework on privacy
and data protection with regional standards in Africa, namely,
AfDec, the Malabo Convention and the Declaration of Principles
on Freedom of Expression and Access to Information in Africa
(Declaration of Principles). But the discussion does not consider
the Personal Data Protection Guidelines for Africa. This is
because the guidelines are not structurally and substantively
normative, and as such, provide sheer elaboration on the
provisions of the Malabo Convention. Moreover, the guidelines
are not adopted by the AU but by a not-for-profit organisation,
.e. Internet Society. As a result, it is not suitable to use

them as a benchmark to assess Ethiopia’s legal framework.

As highlighted above, Ethiopia does not currently have a
comprehensive and fully-fledged data protection law. But its
recently released draft data protection legislation is clearly
influenced by other regional data protection instruments such
as the EU's General Data Protection Regulation and the Council
of Europe’s Data Protection Convention 108 (or 108+). This
section focuses on African instruments.

In light of Principle 8 of AfDec

The scope of “privacy and personal data protection” under
Principle 8 of AfDec has three \ayers -irst, it guarantees the
right to privacy online to “everyone”, and this right shall include
the right to protection of personal data. As discussed above,
the Ethiopian Constitution guarantees the right to privacy for
‘everyone” regardless of nationality.’> Moreover, the right to
privacy is framed in a manner that applies in the digital context.

123 Ethiopian Constitution (1994), Article 26(1).
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-or instance, it specifica
"the right to the inviolabi

ly stipulates that the right includes

ity of [...] correspondence including |...]

communications made by means of telecommunications and
electronic devices.”"* This phrasing clearly suggests that the right
to privacy online is guaranteed under the Ethiopian Constitution.
Article 26 that the right to privacy

Moreover, references ir

includes the right not to be subjected to searches and seizures

arguably protect privacy in the digital context, such as the search
and seizure of one’s digital accounts, records and activities.

-urthermore, the way in which this provision is framed suggests
that the right to privacy includes the protection of personal data.

And of course, without meaningful constitutional protection of
lection, processing, profiling, retention

unlawful or arbitrary co

and disclosure of personal data, the right to privacy would mean
ittle in the data-driven digital age. At the core of digital privacy

'S the protection of personal data. Therefore, the right to privacy
under the Ethiopian Constitution applies in the digital context, ana

embodies a sub-right to personal data protection.

Second, Principle 8 of AfDec enshrines that the right to privacy

includes the right to communicate anonymously including
through the use of privacy-enhancing technologies. This

principle essentially reflects the "right to use encryption’,
a right increasingly emerging as a distinct digital right in
internet bill of rights instruments. Such a right is not explicitly

recognised under Ethio
orovision of the constit

U

unclear whether the right

dDian law. Because the right to privacy

tion has not been tested in courts, it IS
to privacy embodies the right to use

encryption or not. However, this right is implicit in the right to
privacy. Securing the right to privacy in the digital age — where
surveillance and data collection are ubiquitous — would be hard
without the use of privacy-enhancing technologies such as

124 1bid., Article 26(2).
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encryption and anonymity tools. As such the right to privacy

under Article 26 of the consti
right to

tution arguably embodies a sub-
Use privacy-enhancing techno og|es This is plausible

because this sub-right would be merely a "negative right” which

enhancing technologies.

requires states to respect the right to privacy, particularly a duty
to refrain from any act that would restrict the "use” of privacy-

The right to use privacy-enhancing technologies is also being

recognised in internationa

law. In the wake of the Snowden

revelations, the UN General Assembly has adopted a series of
resolutions on the "Right to Privacy in the Digital Age”. These

reso
anonymous technologies in
human rights law, particularly Ar
resolutions of this type are mere
no legal

Jtions appear to grant the right to use encryption ana

the right to privacy in international
icle 17 of the ICCPR.™ While
y soft international law with
y binding force, they arguably constitute authoritative

interpretation of the ICCPR, to which Ethiopia is a state party.

Resolutions bear
when interpre
it might be he
includes the right
enhancing techno

Drosecuted by

egal effect and may be referred to by courts
ing the scope of the right to privacy. As such,

d that the right to privacy under Ethiopian law

to communicate anonymously using privacy-
ogies. But it is vital to note that the use of
orivacy-enhancing and digital security technologies has been
—thiopian authorities in the recent past.'#* Such

measures were potentially unlawful and interfered with the right
to privacy.

Third, Principle 8 outlines the conditions that

restricting the right to privacy on the internet:

must be met for
legality, legitimate

aim and necessity or proportionality. The Ethiopian Constitution

125 For example, The Right to Privacy in the Digital Age, GA Res 73/179, 17 December 2018.
126 Human Rights Watch. (2015, 13 April). Ethiopia: Free Zone 9 Bloggers, Journalists. https://bit.ly/2HIte TJ
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enshrines similar requirements for permissible restrictions of
rivacy, including in the online context.'” First, any
Ust be in accordance with specific
to achieve one of the legitimate

the right to p
restriction m
the restriction must be sought

aws. Second,

aims: safeguarding national security or public peace, prevention
of crimes, protection of health, public morality

freedoms of
and necessary to achieve or

Overall,

because Ethiopl
IS thin, the exact

others. Third, the restriction must
e or more of those legitimate aims.

or the rights and
be proportionate

“thiopian law is consistent with Principle 8 of AfDec. But
a's privacy and data protection jurisprudence
normative contours of the right to privacy in
the digital context are not entirely clear. The scope of the right
to privacy, and whether it protects personal data and the right

to communicate anonymously online, is yet to be fleshed out
by courts. As concerns for digital privacy grow
digitalisation and internet access in Ethiopia, the boundaries of

the right to privacy in the digital age will hope

In light of the Malabo Convention

only pan-African data protection treaty. The co
and large a framework treaty and hence relega

Protectl
conven

10

or

regulatory details of personal data protection
But there are some variations between Ethiopia's Draft Data

Procla

N.As a-

mation — which is more detai

‘ounding member of the AU, it

accede to the convention and hence to put the

convention. The major varia

127 Ethiopian Constitution (1994), Article 26(3).
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with increasing

fully be clearer.

“thiopia has yet to sign and ratity the Malabo Convention, the

nvention is by
tes a number of

to state parties.

ed — and the
S befitting to
bill in line with the

tions are the following:



- The conven

ion adopts a relatively broad scope of “sensitive

- The conven

hersonal da
nersonal data not included in the bill. These are “parental
affiliation” and “social measures”.'#®

a’ in that it includes two types of sensitive

ion adopts a relatively broad scope of exemptions

in that it inc

udes a set of exemptions not included in the bill.

These are: processing for household or domestic processing
of personal data,'*® and processing of personal data as

part of temporary storage and transmission of date over an
intermediary network."°

. The convention prohibits, in principle, processing of personal
data for research, artistic, literary or journalistic expression
unless the processing is first solely for those purposes or
second in line with the applicable professional conduct.™
Such exemptions are generally granted to support the
enjoyment of free expression. But Ethiopia’s bill neither

exempts — |
for those pu

ke other jurisdictions — nor prohibits processing

rposes. The conventional juristic wisdom in

Ethiopia is that what is not prohibited is permitted.

- The convention requires processing of personal data for
purposes of, inter alia, state security, defence or public
security should be based on a sector or domain-specific law
to be adopted with the “informed advice” of the national data

protection a

uthority.’? In contrast, such types of processing

are exempted from Ethiopia’s Data Protection Bill.'33

128 AU Convention on Cyber Security and Personal Data Protection (2014), Article 14(1) cum Article 1.

129 1Ibid., Article 9(2(a)).

130 Ibid., Article 9(2(b)).

137 Ibid., Article 14(3).

132 Ibid., Article 10(5).

133 Draft Data Protection Procl

amation (April 2020), Article 63(1(a)).
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- The co
control

nvention imposes “sustainability obligations” on data
ers to ensure further utilisation of processed personal

data regardless of technical devices used.** While Ethiopia’s

pill guarantees the right to data portability by wr
subjects may receive and move tr

ich data
eir personal data from

one controller to another in commonly used and machine-
le format,’*~ it does not specifically include such a

readab
duty. B
for exa

Ut the right to data portabi
mple when the rights ana

affected.

In light of the Declaration of

While the

Commiss|

Principles

ity is subject to exceptions,
freedoms of others may be

Declaration of Principles — adopted by the African

ion on Human and Peoples’ Rights (ACHPR) in 2019

— focuses primarily on freedom of expression and access to

information, it addresses privacy and data protection in part IV.
't does so in three steps. First — and in line with Principle 8 of

AfDec — the declaration guarantees the right to privacy online,

including communicating anonymously through the use of
privacy-enhancing technologies.’® But it
than AfDec when it requires states to re

goes a little further
frain from engaging in

arbitrary measures that would undermine secure and private
communications such as weakening encryption, mandating

key escrows and backdoors or data localisation. As h
~thiopian Consti
fline. But while the digital privacy
jurisprudence is thin, if not non-existent, the right-
arguab y protects the use of privacy-enhancing
and Imposes a negative duty on the government

above, the
privacy on

line as well as o

tution guarantees the right

134 AU Convention on Cyber Security and Personal Data Protection (2014), Article 23.
135 Draft Data Protection Proclamation (April 2020), Article 43.

136 Declaration of Principles on Freedom of Expression and Access to Information (2019), Principle 40.
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taking measures that would undermine the enjoyment of the
right to privacy, such as weakening encryption or requiring back
doors or key escrows.

Second, the Declaration of Principles prohibits mass surveillance
and bulk collection, storage, analysis or sharing of personal
data.' Moreover, it stipulates that even when the surveillance
S targeted, a series of safeqguards must be put in place to
prevent or remedy arbitrary practices. Such safeguards include
prior independent oversight, due process, restriction on the
time, manner and scope of the surveillance, and post facto
notification to the surveilled subject. Ethiopia currently has no
comprehensive legal regime on surveillance. Rules governing
electronic surveillance are scattered across several pieces of
legislation such as the anti-terrorism, telecom fraud offence
and intelligence and security services laws. It is not entirely
clear it mass surveillance is prohibited by Ethiopian law but a
closer look at relevant pieces of legislation suggests that it is.
Key rules governing digital surveillance are provided in the Anti-
terrorism Proclamation which mandates electronic surveillance
— referred to as special investigative techniques — in terrorism
investigations only as a measure of last resort.’® It is only when
(a) the investigation concerns terrorist acts that pose serious
danger to the nation and (b) regular investigative techniques
provided in criminal procedure laws are inadequate that
surveillance will be carried out.

This suggests that surveillance in anti-terror investigations must
be targeted, not at a massive scale. This is further espoused by
a series of safeguards provided by law. One is that surveillance

137 Ibid., Principle 471.

138 Prevention and Suppression of Terrorism Proclamation No 1176/2020, Article 46. See also Article 8(7) cum Article 24 of
Proclamation No 804/2013.
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may be undertaken only with a prior court warrant unless in
drgent cases where the police must first seek approval, from

the prosecution department and later from courts, within 48
hours.™® Moreover, the law states that when issuing wiretap
warrants, courts must specify the technique to be employed and
the time and manner of surveillance.' |f courts are convinced of
the necessity of the surveillance, they may grant three months,
which may later be extended for one more month after having
evaluated the performance of investigators.’' By and large, these
rules on government surveillance are consistent with Declaration
of Principles, except for two important safeguards. One is a due
process safeguard by which surveilled subjects may challenge
the measure or even seek remedy against arbitrary or unlawful
surveillance and the other is a post-surveillance notification to the
subject. It is vital to note that the Ethiopian government has been
accused in the past of engaging in mass telecom surveillance
and bulk collection of data.’ But it is not clear if the above
highlighted prohibitions have been respected in practice.

Third, the Declaration of Principles requires states to adopt data
protection laws that stipulate principles of processing of personal
data guarantee data subject rights and institute a national data
protection authority.'* As highlighted above, Ethiopia does

not have a comprehensive data protection law but only rules
scattered across various pieces of legislation. But its recently
released data protection law — discussed above — embodies
almost all of the data protection principles, data subject rights
and mandates the creation of a national data protection authority.
Perhaps the only variation is that the declaration addresses

139 Ibid., Article 42(3).
140 Ibid., Article 42(4).
147 Ibid., Article 42(7).
142 Human Rights Watch. (2014, 25 March). Op. cit.

143 Declaration of Principles on Freedom of Expression and Access to Information (2019), Principle 42.
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revenge and child pornography, requiring states to criminalise
such "harmful sharing of personal information”. However, these
conducts are already criminalised by Ethiopian cybercrime law.'*

Overall, the current Ethiopian legal framework by and large complies
with the ACHPR’s Declaration of Principles rules on privacy and data
protection. When it does not, it is because Ethiopia is yet to adopt
comprehensive data protec_lon and surveillance legislation. It the
declaration constitutes an authoritative interpretation of the Banjul
Charter to which Ethiopia is a state party, Ethiopia is bound to make
its laws in line with the declaration, including by enacting the draft
data protection law soon.

International review of Ethiopia's data privacy
commitments: UPR and beyond

“thiopia has been reviewed in the Universal Periodic Review
(UPR) mechanism three times: first cycle in December 2009,
second cycle in May 2014 and third cycle in May 2079.'* But
the right to privacy was rarely mentioned during the review
process. In the latest UPR cycle, for example, the single instance
where privacy surfaced was when Germany recommended that
~thiopia amend the Computer Crime Proclamation, arguing that
it threatened the right to privacy.'#® Ethiopia has "supported’

this recommendation.’” Perhaps partly as a follow-up to this
expression of a will to amend the law, the government started the
process of revising the cybercrime law in 20179.

The UN Human Rights Committee has rarely commented or
iIssues of privacy in Ethiopia. One such instance was ina 20171

144 Computer Crime Proclamation No 958 /2016, Articles 12-13.

145 https://www.ohchr.org/EN/HRBodies/UPR/Pages/ETIndex.aspx

146 Report of the Working Group on the Universal Periodic Review: Ethiopia, UN Doc A/HRC/42/14 (5 July 2019), paras 163.62.
147 Universal Periodic Review: Ethiopia (3rd Cycle, 2019), Recommendation No 44. https://bit.ly/31Gs6Ph
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concluding observation where it noted that the criminalisation
of homosexuality and other indecent acts violated the right
to privacy. Accordingly, the committee recommended that
“thiopia "decriminalise sexual relations between consenting
adults of the same sex in order to bring its legislation in line
with the ICCPR and to put an end to the social stigmatisation of
L1omose><tﬂa\|'y” 198 Thus, other privacy issues, particularly data
privacy in Ethiopia, have not been considered by the committee.
But its General Comment 16 on Article 17 of the ICCPR — while
slightly outdated — addresses important data protection and
digital surveillance principles.' As an authoritative interpretation
of Article 17/, Ethiopia is arguably bound by General Comment 16,
which remains a non-legal soft law.

Privacy and data protection also never surtfaced during Ethiopia’s
review at the ACHPR. The more recent concurring observation of
the ACHPR is from 2015, and the right to privacy was not among
the human rights considered by the commission.'® In part, this is
because the review follows human rights guaranteed in the Banjul
Charter and — as already highlighted — does not expressly protect
the right to privacy. But with the adoption of the Declaration of
Principles, which as discussed above addresses privacy, the
commission’s privacy jurisprudence and its review of state parties
s likely to closely consider the right to privacy.

A human rights-based approach to privacy
and data protection in Ethiopia

What follows examines the development and application of
~thiopia’'s data protection framework in the light of the five

148 Concluding observations of the Human Rights Committee: Ethiopia, UN Doc CCPR/C/ETH/CO/1 (19 August 2011), para 12.
149 General Comment 16: The Right to Privacy (Human Rights Committee, April 1988), paras 8-10.

150 Concluding Observations and Recommendations on the 5th and 6th Periodic Report of Ethiopia (African Commission on Human
and Peoples’ Rights, August 2015).
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fundamental principles of a human rights-based approach.’' The

discussion is, however, circumscribed by the tfact that Ethiopia
currently has only a draft data protection law and that existing

rules are scattered across various pieces of legislation.

——

Principle of participation

This principle concerns the right of everyone to actively
participate in decision-making processes that affect the

enjoyment of their righ
introducing data protection

2007/, with -

of developing compreh

S. Ethiopia’s legislative processes of
egislation did not comply with this
principle. As highlighted above, Ethiopia has been in the process
ensive data protection legislation since

he first draft released two years later and the latest

in 2020. But the processes of developing these two pieces of
egislation were not demonstrably inclusive and much of the work

was undertaken behind closed doors. For instance, not only was

the process of writing the 2020 dra

ft a closely gua“ded secret but

the draft was also only released to a small circle of individuals
and groups. So far, no meaningful public consultation has been
held on the draft. The Ministry of Innovation and Technology

sought feedback in a ca

sent out to a mailing list in April 2020,

and those invited were asked to provide their comments in
Google Forms.™? No public consultation has been held since
then on the draft data protection law. This suggests that not
everyone whose rights would be affected by the enactment of

the law had the opportunity to partici

of the law. This is part of an apparent

pate in the development
tendency in the past

few years to rush bills for legislative imprimatur. A number of
important pieces of legislation, including the Communications
Service Proclamation — which opens up the telecom sector for

157 http://ennhri.org/about-nhris/human-rights-based-approach
152 https://bit.ly/3ltXsZg
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the private sector — have been adopted without meaningful pub
consultation.’? Relatively better public consultation was held or

a series of subsidiary telecom pieces of legislation. Relevant to
data protection is the Consumer Rights and Protection Directive

(2020), which appears to embody s

ector-specific data privacy

rules. Unlike the Data Protection Bill, the directive has been

available for public consultation by
of time."* Until the ministry takes a
consultation before the bill become
the principle of participation.

———

Principle of accountability

-CA for a reasonable period
turn and holds meaningful
s a law, it would fail to meet

This principle concerns the mechanism by which duty bearers
— In the context of data protection, data controllers, data

be held to account for violating the

Drocessors and even national data protection authorities — may

rights of right holders — in

the data protection context, data subjects. A key component of

this principle is that there should be effective redress to remedy

rights violations. Ethiopia’s draft da

'a protection law offers

mechanisms by which data control

ers and processors would

be held to account and remedies are also recognised to right
wrongs. One is that the bill imposes a number of obligations on
data controllers and processors,'°> and mandates the institution
of data protection officers.™® The national data protection
authority, the Data Protection Commission, would also have

a central role in holding duty-bearers to account.’™” Of course,
decisions of the commission, as any administrative adjudicator,

may also be appealed to the courts

,although it is not clear if

153 Yilma, K. (2020, 16 May). Beware of Overboard Cyber Legislation. Fortune. https://bit.ly/3nCP7EXx

154 https://eca.et/public-consultations

155 Draft Data Protection Proclamation (2020), Articles 16-44, 53-62.
156 Ibid., Article 52.

157 Ibid., Articles 6, 65-80.
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the appeal would be only on a point of law.'® Other existing

laws, particularly the access to information legislation, similarly
provides an accountability mechanism. As discussed above any
person aggrieved by the decision of a public relations officer of a
public body (either to allow or deny disclosure of a personal data)
may appeal: first, to the head of the public body and second, to
the Institution of the Ombudsman and finally to a court.’

Despite recognition of the right to privacy as a constitutional
human right in Ethiopia, whether it is justiciable or not is unclear.
There has been no privacy or data protection case based on

the right to privacy in the Ethiopian Constitution. But the right of
image guaranteed under the Civil Code has been tested in courts
iNn recent years where data subjects have been awarded damages
for violation of this right. In Riyan Miftah v Elsewedy Cables Plc,
the Cassation Court ruled that no image or photograph of a
person may be publicly exhibited, sold, or disseminated without
the consent of the person, and the latter is entitled to damages
for violation of the right to their own image.'® In Dashin Bank v
Dorina Avakiyan, the same court affirmed lower court decisions
including the amount of damages, holding that (a) the display

of the plaintiff's image was without consent and that impugned
exhibition does not fall under the exceptions and that (b) the
respondent was the focus of the advert in that the message
conveyed (i.e. customers with overseas bank cards could use
Dash Bank’s services with their cards) deliberately emphasised
that the respondent is a foreigner.'®" But interestingly, in tracing
the constitutional source of the Civil Code’s right of image
provisions, it made reference to Art 14 of the constitution: "rights

158 Ibid., Article 81.

159 Ethiopian Institution of the Ombudsman Establishment Proclamation No 211/2000, Articles 31-32, 34.
160 Riyan Miftah v Elsewedy Cables Plc. (2013).

161 Dashin Bank v Dorina Avakiyan. (2018).
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to life, the security of person and liberty”. But this assertion
completely overlooks the fact that the right of image, as one
element of the bundled rights of personality, relates more to

the right to privacy guaranteed under Art 26 of the constitution.
ndeed, although the Civil Code was adopted in 1960, it provides
that "every physical person shall enjoy the rights of personality
and the liberties guaranteed by the Ethiopian Constitution.”'®?

——

Principle of non-discrimination and equality

The principle of non-discrimination and equality holds that the rights
of all individuals should be guaranteed without discrimination of
any Kind. The right to equality is unequivocally guaranteed under
the Ethiopian Constitution.' "All persons” are treated as equa
pbefore the law and are entitled without any discrimination to the
equal protection of the law. Moreover, the constitution prohibits
discrimination on an illustrative list of grounds, including race,
religion, sex, political opinion or social status.'* This is on top of
international and regional human rights commitments by which
“thiopia is bound to uphold the right to equality and prohibit, prevent
and eliminate discrimination of all types.

Similarly, the right to privacy in the constitution is guaranteed

to “everyone’ regardless of nationality or any other status. This
means that the state's duty to respect and protect the right to
privacy, including protection of data privacy, must be discharged
equally to every rights holder without discrimination. Subsidiary
pieces of |legislation similarly uphold the right to equality and
the principle of non-discrimination. For instance, the rights of
personality under the Ethiopian Civil Code, as noted above, are

162 Civil Code of Ethiopia, Proclamation No 165/1960, Article 8(1).
163 Ethiopian Constitution (1994), Article 25.
164 Ibid.
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guaranteed to “every physical person’. The draft Data Protection
Proclamation follows suits in this regard. When defining its
‘object and purpose’, the bill provides that it objective is to
‘secure in Ethiopia for every individual, whatever his nationality or
residence, respect for his rights and freedoms, and in particular
his right to privacy [...].""® In line with the above highlighted
constitutional proviso, the bill upholds the right to equality and the
principle of non-discrimination.

——

Drinciple of empowerment

The fourth principle in the human rights-based approach is
empowerment, which concerns the ability of individuals to claim
and exercise their rights. To be empowered, individuals shoula

be able to understand their rights, and the ways and means of
exercising them. And to understand ones’s rights, individuals should
have the opportunity to know their rights. In this respect, human
rights education plays a key role. In Ethiopia, the national human
rights institution — the Ethiopian Human Rights Commission — has
a statutory role to "educate the public, using the mass media and
other means, with a view to enhancing its tradition of respect for,
and demand for enforcement of, rights upon acquiring sufficient
awareness regarding human rights”™.'®® Human rights education
would empower individuals to know, claim and exercise their
rights, including the right to privacy and data protection. In the data
orotection context, the draft Data Protection Proclamation tasks
the Data Protection Commission to "“promote public awareness

of ‘the rights of data subjects and the exercise of such rights’ as
well as promote its ‘functions and powers as well as activities'."'®’
—ducation about what rights data subjects are entitled to and

165 Draft Data Protection Proclamation (April 2020), Article 3.

166 Ethiopian Human Rights Commission Establishment Proclamation No 210/2000 (as amended by Proclamation 1224/2020),
Articles 6(3) cum Article 5.

167 Draft Data Protection Proclamation (April 2020), Article 6(5).
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where they could go to have them enforced would empower
individuals. An aspect of empowerment is the ability of lawful heirs
and guardians of legally incapacitated individuals to exercise the
rights of the data subject.’®® The bill also requires data controllers
to bring to the attention of data subjects their rights, particularly
their right to object to the processing of personal data.'”

——

Principle of legality

INn a human rights-based approach, the principle of legality
provides that measures or approaches should be in line with
legal rights guaranteed in domestic and international laws. In
some respects, the principle of legality is not complied with in
—thiopia. For example, Ethiopia's current data protection law, as
highlighted above, does not provide accepted exemptions for
certain data processing activities.'”? Good cases in point are the
Drocessing of personal data for journalistic and artistic purposes.
Because such processing activities are not exempted, media
organisations or journalists and artists would be treated as data
controllers and/or processors and hence subject to a series of
obligations. And being subjected to cumbersome regulatory rules
may significantly restrict freedom of expression. Thus, Ethiopia’s
draft data protection legislation tends to restrict the right to free
expression guaranteed under domestic law (e.g. Article 29 of the
-thiopian Constitution) and international human rights law (e.q.
Article 19 of the ICCPR).

In sum, Ethiopia’s current and developing legal framework on
privacy and data protection conforms by and large to the five
principles of the human rights-based approach. As the above

168 Ibid., Article 44.
169 Ibid., Article 41(4).
170 Ibid., Article 63.
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analysis has shown, it is mainly in relation to the principle of
participation and legality that Ethiopia's data protection law and
regulation slightly fails to meet the standards.

Concluding observations and recommendations

This report has explored the state of privacy and data protection
in Ethiopia. A salient feature of the country's current privacy

and data protection framework is that it is deeply fragmented
and hence unfit for purpose. While Ethiopia currently has no
compressive data protection law, there are some data protection
standards scattered across various pieces of legislation. This
means that not only does Ethiopia have no dedicated national
data protection authority but also that the role of overseeing

the protection of privacy and data protection ftalls on disparate
entities. Moreover, with the recent rapid progress in the field
of data protection law, this set of fragmentary data protection
standards is largely outmoded. Nor is there jurisprudence that
orogressively interprets these fragmentary privacy and data
orotection standards. But the Ethiopian Constitution which came
into force in 1995 provides a sound legal basis for the protection
of privacy and data protection. As shown in the report, the
constitution envisages a comprehensive and progressive vision
of the right to privacy in that it protects the right to privacy in
online and offline contexts. It also provides an enabling clause
for the adoption of a comprehensive data protection law that
governs the processing of personal data both in the public and
private sector and creates a national data protection authority.

In line with this constitutional proviso, the government has

recently released a draft Data Protection Proclamation. The
content of this bill contains widely accepted data protection
principles and data subject rights and proposes the creation
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of a national data protection authority. As shown in this report,

the bill is generally consistent
including regional standards

introducing a data protection

to privacy and data protectior

with international best practices
ke the Malabo Convention. Indeed,
egislation that protects the right

IS also arguably required in

international human rights treaties to which Ethiopia is a party,
particularly the ICCPR. The analysis of the developmg legal
framework on privacy and data protection in light of the human
rights-based approach revealed that except for the principle of
participation, the legal framework is overall compliant with the

principles of accountability, non-discrimination and equality,

empowerment and legality. This report closes by offering the
following recommendations to the three key stakeholders: the
government, civil society groups and the private sector:

To the government:

- Adopt a comprehensive data protection legislation in light
of international best practices, existing :)rvacy and data
protection standards and based on input from stakeholders.

-nsure respect for the righ

processing of personal da
sector.

-oster international coope

ts of data subjects when

ta is undertaken by the public

ration for effecting the protection of

data privacy in the transnational context.

- Adopt a comprehensive surveillance legislation with adequate

safeqguards against arbitra

ry collection of personal data,

surveillance and interception of communications.

To civil society groups:

- Raise public awareness about data subject rights, remedies
and recourse mechanisms.
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Pursue strategic litigation against persistent violations of
data protection principles and data subject rights as well as
surveillance legislation.

- Actively advocate for changes to and adoption of laws
protective of data privacy.

To the private sector:

-nsure respect for the protection of data subject rights
and data protection principles in the course of collecting,
processing and disclosing personal data.

. Adopt codes of conduct on practices of data collection,
processing and dissemination.

+ |ssue transparency reports on data collection, processing
and sharing practices as well as requests for user data by the
government.
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Kenya

Sigi Waigumo Mwanzia’

Executive summary

Kenya's legislative data protection framework, the Data Protection
Act (DPA) of 2019, and practice are still in their nascent stages.

This offers many opportunities and challenges to promote the
entrenchment of best practices in the data protection and privacy
arena and to advocate for the simultaneous application of the human
rights-based approach framework as outlined in the report below.

Since 2007/, various stakenholders including civil society
organisations (CSOs), private sector entities and international
organisations, amongst others, have been at the forefront of
advocating for a comprehensive information privacy framework.

1 The author would like to express appreciation to Ben Roberts (Liquid Telecom), Mercy Mutemi (Nzili and Sumbi Advocates),
Grace Bomu (Centre for Intellectual Property and Information Technology Law, Strathmore University) and Gloria Madegwa and

Esban Muthoni (Defenders Coalition) who participated in the interviews that supplemented and enriched this country report with
multistakeholder perspectives.
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N recent times, these advocacy efforts have involved the filing
of judicial petitions seeking the implementation of constitutional
prowsmns on pri vacy and data protection, strengthening of

the provisions of the DPA, prevention of the abuse of state
powers and/or the infringement of privacy rights by the national
government and its agencies during the COVID-19 pandemic,
among others.

This report notes that the main challenge in Kenya's data
protection and privacy sphere includes a reluctance and failure
to internalise and implement the provisions of the DPA by both
state and non-state actors, nearly a year after the framework
was enacted in November 2019. This will be a key issue for the
data protection (regulatory) authority tasked with overseeing
the implementation of the DPA, which the government is in the
process of establishing.

This report is intended for African Declaration on Internet Rights
and Freedoms (AfDec) Coalition members, regional bodies,
national human rights institutions, data protection authorities,
digital rights activists, CSOs, media rights journalists and
bloggers concerned with human rights and internet governance.

Methodology

This country report was generated using primary information
received from Kenya-based partners (individuals and
organisations), and secondary information sourced online.

The primary information was collected via semi-structured
interviews using a set of carefully tailored questions which were
specific to each interviewee, as well as general questions addressed
to the entire group. These questions sought the interviewee's
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The inte
stakeho

DIOCESS,
rviewees were selected acco

der

academia,

groupings, and included

individual and organisational perceptions about Kenya's data
orotection and privacy sphere, including the DPA's enactment
implementation challenges and opportunities noted so far.

rding to commonly-recognised

the government, CSOs,

orivate sector and the technical community, as well as
sectoral expertise at the policy, techr

ology, human rights, research

and legal levels. The interviewees were selected using random

(stratified) samplir
secure telecon

g and interviews were all conducted using a
ferencing platform, namely Zoom.

The secondary information was collected via online desk
research which was restricted to the 2007/ to 2020 period,
given the significance of this timeline for the data protection

(legislative) process. This in

formation included the Constitution

of Kenya, 2010, the DPA, 2019 and other relevant administrative,
policy, requlatory and legislative documents, international ana
regional material (treaties, instruments, standards, review
processes), litigation material from national courts (pleadings
and determinations), research reports and other assessments

expounding on Kenya's politi

context

for purposes of the DPA, 20~

Country context

cal, economic, social and rights

9.

The period from 2007/ to 2020 in Kenya was characterised by
significant social, political and economic advancements and

pandemic.

Kenya's development
2008 and encapsulat

80

changes. These triple indicators of developmental progress have
all been affected by shocks occasioned by the COVID-19 global

blueprint, Vision 2030, was launched in
es Kenya's broad economic, social ana



political strategies.? This developmental blueprint is being
implemented in stages through five-year medium-term plans
and complements Kenya's commitments under the Sustainable

Development Goals (SDGs)? and the African Union Agenda 20634

Politically, the Constitution of Kenya (2010) provides for the

transformative interpretation and application of civil, political,
economic, social and cultural rights across all 4/ counties in

the Republic of Kenya. This transtormative potential is further
encapsulated in the Bill of Rights which contains numerous
human-rights (including internet-related rights) guarantees which
are indicative of Kenya's firm commitment to the human rights-
based approach, at least at the theoretical level.

The Constitution of Kenya, 2010 was promulgated following
mass calls for democratic reforms, pluralism, ceasure of the
presidency’s dominance and the state’s practice of secrecy and
information controls. These calls were also heavily influenced
by the effects of the 2007/ elections and post-election violence,”
which was itself symptomatic of systemic post-independence
challenges. These challenges — most of which persist to date

— included economic disparities,® governance failures, mass

corruption, land grievances, and the “political manipulation of
ethnic tensions,”” amongst others. All these challenges led to a
desire and strong push for “the second liberation.™

a b~ W N

Nttps://vision2030.go.ke/

Nttps://sustainabledevelopment.un.org/memberstates/kenya

nttps://au.int/en/agenda2063/overview

This election, and the processes which arose subsequently, were marred by electoral irregularities, violence and the politicisation
of international criminal processes.

Brownsell, J. (2013, 3 March). Kenya: What went wrong in 2007? Al Jazeera. https://www.aljazeera.com/features/2013/3/3/ken-
ya-what-went-wrong-in-2007/

Human Rights Watch. (2008, 16 March). Ballots to Bullets: Organized Political Violence and Kenya's Crisis of Governance. https://
www.hrw.org/report/2008/03/16/ballots-bullets/organized-political-violence-and-kenyas-crisis-governance

Interview with Grace Mutung'u, research fellow at the Centre for Intellectual Property and Information Technology Law (CIPIT),
Strathmore University, 12 October 2020.

81


https://vision2030.go.ke/
https://sustainabledevelopment.un.org/memberstates/kenya
https://au.int/en/agenda2063/overview
https://www.aljazeera.com/features/2013/3/3/kenya-what-went-wrong-in-2007
https://www.aljazeera.com/features/2013/3/3/kenya-what-went-wrong-in-2007
https://www.hrw.org/report/2008/03/16/ballots-bullets/organized-political-violence-and-kenyas-crisis-governance
https://www.hrw.org/report/2008/03/16/ballots-bullets/organized-political-violence-and-kenyas-crisis-governance

On the socioeconomic front, Kenya maintained her position as
‘one of the fastest growing economies in Sub-Saharan Africa™

in 2079. Despite this, the country’s burgeoning public debt

(external and domestic) rose from KSH 5,607.91 billion (USD
51.523 billion) in May 2019 to KSH 6,282.82 billion (USD 57.718
billion) in May 2020.7 This has further been met by challenges
of a fluctuating currency'' and dwindling foreign exchange

reserves.'? These challenges continue to affect Kenya's socia
environment, as well as fledgling "green economy” and "smart

city” drives.

Kenya continues to promote and protect internet-related human
rights through its Bill of Rights and via the extensive expansion
of the nation’s information, technology and communications
(ICT) policy and legislative frameworks. Secondly, Kenya has
invested heavily, either through state-sponsored initiatives

orp
COon

ublic-p

tinues
digital plat

rivate partnerships, in ICT infrastructure which
to promote individuals’ ability to access and use
forms and communication technologies. ICT

policy making, and in some instances, regulatory powers,
continue to be relegated to either the ICT Ministry, the National
Communications Secretariat' or the Communications
Authority of Kenya, which all have divergent mandates. On the
other hand, legislative powers rest exclusively with Kenya's
bicameral legislature, which has enacted numerous frameworks
promoting the protection of internet-related human rights.

9  https://www.worldbank.org/en/country/kenya/overview

10 Central Bank of Kenya. (2020). Monthly Economic Indicators, May 2020. http://www.centralbank.go.ke/monthly-economic-indicators

11 Guguyu, 0., & Ambani, B. (2020, 23 September). Central Bank loses grip on the Kenyan shilling. Nation. https://nation.africa/ken-
ya/business/cbk-loses-grip-on-the-kenyan-shilling-2305786

12 Omondi, D. (2020, 29 March). CBK boss goes all out to protect Shilling. The Standard. https://www.standardmedia.co.ke/busi-
ness/article/2001366051/cbk-boss-goes-all-out-to-protect-shilling

13  The NCS is tasked with “advising the Government on the adoption of a communication policy” under section 84 of the Kenya In-
formation and Communications Act. (1998). http://kenyalaw.org:8181/exist/kenyalex/actview.xgl?actid=No0.%202%200f%201998

82


https://www.worldbank.org/en/country/kenya/overview
http://www.centralbank.go.ke/monthly-economic-indicators/
https://nation.africa/kenya/business/cbk-loses-grip-on-the-kenyan-shilling-2305786
https://nation.africa/kenya/business/cbk-loses-grip-on-the-kenyan-shilling-2305786
https://www.standardmedia.co.ke/business/article/2001366051/cbk-boss-goes-all-out-to-protect-shilling
https://www.standardmedia.co.ke/business/article/2001366051/cbk-boss-goes-all-out-to-protect-shilling
http://kenyalaw.org:8181/exist/kenyalex/actview.xql?actid=No.%202%20of%201998

The establishment of a data protection framework in Kenya has
pbeen driven and stalled by numerous incentives and barriers.
-conomic and trade considerations, following the imposition of
extraterritorial responsibilities located in the GDPR and Kenya's
desire to retain her ‘competitive edge” against African countries
with established data protection frameworks, shaped the
government’s priorities and reinforced political will.'* Crucially,
these considerations were solidified foHovv'ng Kenya's voluntary
championing of the “digital economy” agenda,' as part of her
Smart Africa Alliance membership.™ It is crucial to note that these
twin considerations shattered the governments initial legislative
reluctance, and watered down the perception that a framework
would erect barriers affecting the government’s previously
unchecked collection and processing of individuals' personal data
for numerous agendas, including the registration of persons.

Conversely, civil society organisations “strengthened their
coordination efforts™” and solidified their calls for the legislative
framework following two fundamental events: the data-driven 2017/
election — and the petition which was subsequently lodged — and
the government’s introduction of digital identity drives in 2019.
Private sector actors and the technical internet community were
largely motivated by the desire to maintain their competitive edge,
iNn an increasingly consumer-aware and privacy-hungry market.

Multiple stakeholders from different sectors continue to impact
and shape Kenya's personal data protection landscape, and either
influence or retard the entrenchment of a human rights-based

14 Interviews with Grace Mutung'u, research fellow at the Centre for Intellectual Property and Information Technology Law, Strath-
more University, 12 October 2020 and John Walubengo, lecturer and member of the National Taskforce on Blockchain & Al, 10
October 2020.

15 ICT Ministry. (2019). Digital Economy Blueprint. https://www.ict.go.ke/wp-content/uploads/2019/05/Kenya-Digital-Econo-
my-2019.pdf

16 https://smartafrica.org
17 Interview with Grace Mutung'u, 12 October 2020. Op. cit.
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approach to data protection. These include, but are not limited
to, members of the public,' state agencies,' civil society
organisations,?’ constitutional commissions,?! private sector
entities (including those without a physical presence in Kenya)?2
and academics.?

Constitutional underpinning

The right to privacy and data protection is explicitly guaranteed
under Article 31, Constitution of Kenya, 2070. This right is
imited and derogable, subject to the legality, necessity ana
proportionality limbs under Article 24, and provides as follows:

Every person has the right to privacy, which includes the
right not to have:

» their person, home or property searchead
» their possessions seized

- information relating to their family or private affairs
unnecessarily required or revealed

- the privacy of their communications infringed.

18 These include, but are not limited to, Abraham M. Kilonzo (ICT personnel), Alex Gakuru (technology rights defender), Michael Gita-
gia, Mugambi Laibuta (trained mediator and policy and legislative drafting professional), Nicholas Kanyagia, Mark Tum, and Pe-
ter Muya (ICT consultant). See the Communications Authority of Kenya's “Published Findings”: https://ca.go.ke/consumers/pub-
ic-consultations/published-findings

19 These include, but are not limited to, the ODPC, the ICT Ministry, the CA, the CAK, the National Cohesion and Integration Commis-
sion, the National Security Advisory Committee. During the taskforce deliberations (2018), external state agencies from the Unit-
ed States provided comments, including the US Department of Commerce's International Trade Administration and the US Cham-
ber of Commerce. Ibid.

20 These include, but are not limited to, Amnesty International Kenya, ARTICLE 19, the Kenya ICT Action Network, the National Coalition
of Human Rights Defenders (Kenya), Privacy International, Research ICT Africa, and FSD Kenya, between 2018 and 2019. Ibid.

21 These include, but are not limited to, the KNCHR and the CAJ. Ibid.

22 These include, but are not limited to, Google Kenya, Facebook, Technology Service Providers of Kenya, CODE-IP, the Kenya Private
Sector Alliance, Mozilla, Amazon Web Services, Airtel, GSMA, IBM, KENIC, Microsoft, MultiChoice Kenya, Safaricom PLC, Savan-
nah Training Solution Limited, Seven Seas Technologies Group, the Foschini Group Kenya Limited, Uber East Africa, AIG Kenya
Insurance Company Ltd, Allan Gray Kenya Limited, ATLANCIS Technologies, Branch International Limited, InVenture Mobile Limit-
ed (Tala), KCB Bank Kenya, Mastercard, M-Kopa Solar, between 2018 and 2019. Crucially, law firms also actively submitted com-
ments during the 2018-2019 processes. Ibid.

23 This includes, but is not limited to, the Centre for Intellectual Property and Information Technology Law.
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Cr

ucially, Article 19 (2) reiterates that the “purpose of

recognising and protecting human rights and fundamental
freedoms is to preserve the dignity of individuals and

communities and to promote social justice and the realisation

of

Tr

the potential of all human beings.’

e judiciary continues to interpret this right, as far back as

2C
dd

0/ and as recently as 2020, with most cases being raised
ainst mass or closely-affiliated data controllers and processors

including the state, private entities and individuals. These have
been centred on issues affecting human dignity generally;
inter-sex persons in prison;#* privacy rights accruing to state
corporations and third parties in the context of illegally-obtained
information with a public interest;*> waiving of consent during
warrantless search-and-seizure investigations by the national
police service?® and the use of (thin SIM) technology;?’ the
distribution of private photographs;? the installation of the device
management system with alleged capabilities to interfere with
private communications;?® search-and-seizure of data stored on
a computer system without mandatory judicial oversight;*® Kenya
Revenue Authority’'s sourcing of tax information, including from

thi

rd parties, without warrants;®' and the privacy risks latent in

Kenya's digital ID system (NIIMS),*? amongst others.

24
29
26

27
23
29

30

3
32

R.M v Attorney General & 4 others [2010] eKLR. http://kenyalaw.org/caselaw/cases/view/72818
Okiya Omtatah Okoiti & 2 others v Attorney General & 3 others [2014] eKLR. http://kenyalaw.org/caselaw/cases/view/103808

Samson Mumo Mutinda v Inspector General National Police Service & 4 others [2014] eKLR. http://kenyalaw.org/caselaw/cases/
view/94430

Bernard Murage v Fineserve Africa Limited & 3 others [2015] eKLR. http://kenyalaw.org/caselaw/cases/view/109772
Roshanara Ebrahim v Ashleys Kenya Limited & 3 others [2016] eKLR. http://kenyalaw.org/caselaw/cases/view/129282

Communications Authority of Kenya v Okiya Omtata Okoiti & 8 others [2020] eKLR. http://kenyalaw.org/caselaw/cases/
view/193383/

Bloggers Association of Kenya (BAKE) v Attorney General & 3 others; Article 19 East Africa & another (Interested Parties) [2020]
eKLR. http://kenyalaw.org/caselaw/cases/view/191276/

Okiya Omtatah Okoiti v Attorney General & another [2020] eKLR. http://kenyalaw.org/caselaw/cases/view/191427/

Nubian Rights Forum & 2 others v Attorney General & 6 others; Child Welfare Society & 9 others (Interested Parties) [2020] eKLR.
http://kenyalaw.org/caselaw/cases/view/189189/
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Notably, Kenyan courts took notice of the lack of a comprehensive

legislative framework but refrained from exercising judicial
discretion given the existence of the “separation of the powers’

principle in the const
[atter case took judicial r
crucial statements:
enforcement” of the
in the framework with implicatior
continue to have varyin
and privacy, and the inr

the r

approach in Kenya.

otice of the

itution. Instrumentally, the High Court in the
DPA, 2079 and issued two

eed for an "effective implementation and

DPA, 2019, a

plemer

nd the existence of various “gaps
s for children. These judgments

g effects on the protection of personal data
tation of the human rights-based

Existence of other laws dealing with privacy
and data protection online

Kenya's legislative arena is
insufficient offline and onlir
include the Nationa
‘ection Act
o the KICA, 1998 and its regulatior
Protection Regulations (2070) and
Regulations (2015).

provisions. These
(2017),%3 the Cons

Jmer

2ro

aden with

frameworks containing

e privacy and data protection

Payment System Act
(2012),** amendments

s, including the Consumer
the Registration of SIM Cards

Additionally, the Access to Information Act (ATl Act) (2016)3°
contains various data protection provisions, and empowers the
CAJ with dual data protection and access to information powers.
As noted above, this linkage was part of drives to push for “the
second liberation’, where stakeholders recognised and affirmed
the mutually-reinforcing nature of the right to privacy and

33 http:/kenyalaw.org:81817/exist/kenyalex/actview.xqgl?actid=No0.%2039%200f%20201 1

34 Section 2, Consumer Protection Act (2012) defines personal information as “information other than credit information about a
consumer’s character, reputation, health, physical or personal characteristics or mode of living or about any other matter con-
cerning the consumer.” http://kenyalaw.org:8181/exist/kenyalex/actview.xgl?actid=No0.%2046%200t%202012

35 Section 21 (1) (ato h), Access to Information Act (2016). http://kenyalaw.org:8181/exist/kenyalex/actview.xgl?actid=No.%20

31%200f%202016
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data protection and access to information. Despite this, these
provisions do not offer comprehensive guarantees protecting
the right to privacy and data protection, and the CAJ has not
allocated the same amount of resources to the data protection
components of its mandate.

While Articles 371 and 33, Constitution of Kenya, 2010 are interpreted
as promoting the right to digital anonymity and "pseudonymous
expression’,*® mandatory SIM card registration drives by the Kenyan
government have watered down these protections. Despite Kenya
avoiding the implementation of “real-name policies’, as proposed in
the KICA (Amendment) Bill, 2019,%” and refraining from barring the
use of anonymity tools in legislative frameworks, the "unauthorised
interference’ provision in the Computer Misuse and Cybercrimes
Act (2018) affects encryption rights. As ARTICLE 19 noted in its
2015 report, “encryption rights are crucial for various stakeholders,
including human rights defenders, whistleblowers, journalists and
activists who are often the subject of surveillance by intelligence or
law enforcement agencies.”*

Regional and international commitments on privacy
and personal data protection

Kenya, by virtue of Articles 2(5) and (6), Constitution of Kenya,
2010, recognises that the “general rules of international law
shall form part of the law of Kenya” and that "any treaty or
convention ratified by Kenya shall form part of the law of Kenya
under this Constitution.” By virtue of international law and these
constitutional provisions, Kenya is bound to numerous regional
and international commitments on privacy and data protection.

36  Monteiro, A. (2014, 13 June). Access intervenes at ECtHR for the right to be anonymous online. Access Now. https://www.ac-
cessnow.org/access-intervenes-at-ecthr-for-the-right-to-be-anonymous-online

37 http://kenyalaw.org/kl/index.php?id=9091
38 ARTICLE 19. (2015). Right to Online Anonymity. https://www.article19.org/resources/report-the-right-to-online-anonymity
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At the regional (AU) level, Kenya's data protection and privacy
responsibilities can be |rferred under various provisions, including
Articles 4 to 6, of the African Charter which guarantee the

(-

(

nviolability of the human being,” "human dignity” and individual
iberty and security”. The continued failure to insert an explicit

right to privacy in the African Charter has resulted in numerous
countries, including Kenya, being “implicitly bound” under other
instruments, including the ACERWC, 1990, which Kenya ratified

and deposited in 2000.°°

Kenya is one of 44 AU member sta

tes which have not ratified
the AU Convention. However, in 20°

8, Kenya's ratification of

the region’s free trade agreement, the AfCFTA, imbued the

state with privacy and data protection responsibilities. Article

15 (a)(ii), AfCFTA provides that states must take measures to
ensure "the protection of the privacy of individuals in relation

to the processing and dissemination of personal data and the
protection of confidentiality of individual records and accounts.”

-urthermore, Kenya stands guided by Principles 40 and 41

of the ACHPR Declaration due to its soft law status which
maintains that “everyone has the right to privacy, including the
confidentiality of their communications and the protection of their
personal information” and protections from both targeted and
mass surveillance.*' Kenya also stands guided by the Resolution
on the Right to Freedom of Information and Expression on

the Internet in Africa** which recognised that "privacy online is

39 ACERWC. (2020). Ratifications Table. https://www.acerwc.africa/ratifications-table/

40 The Africa Union. (2018). Agreement Establishing the African Continental Free Trade Area.
https://au.int/en/treaties/agreement-establishing-african-continental-free-trade-area

47 African Commission on Human and Peoples’ Rights. (2019). Declaration of Principles on Freedom of Expression and Access to In-
formation in Africa 2079. https://www.achpr.org/legalinstruments/detail?id=69

42 ACHPR. (2017) Recommendations and Resolutions Adopted by the African Commission on Human and Peoples’ Rights - ACHPR/
Res. 362(LIX) 2016: Resolution on the Right to Freedom of Information and Expression on the Internet in Africa. https://www.achpr.

org/adoptedresolution
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important for the realisation of the right to freedom of expression
and to hold opinions without interference, and the right to
freedom of peaceful assembly and association.’

At the sub-regional (EAC) level, the heads of states continue to
withhold their assent to the EAC Human and Peoples’ Rights Bill
(2017), which would have provided the peoples of the sub-region,
including Kenya, with an explicit (sub-regional) right to privacy
under Article 19 of this bill.** Out of the six EAC member states,
Kenya surprisingly failed to offer its usual sub-regional leadership
on the legislative front, following Uganda's enactment of its data
protection framework in February 2079 as well as Rwanda’s
ratification of the AU Convention in October 2019, before Kenya
enacted her own data protection framework in November 20109.

Internationally, Kenya is bound by Article 17, ICCPR which
guarantees individuals’ right to privacy (over their) “family,
home or correspondence.” Positively, Kenya reaffirmed its
commitment to the promotion of internet freedom, including
the right to privacy online, through its Freedom Online Coalition
membership.** The Republic of Kenya pledged, in conjunction
with multiple stakeholders, to "adopt and encourage policies
and practices, nationally and internationally, that promote the
protection of human rights and fundamental freedoms online."

_astly, despite efforts by the Council of Europe (Data Protection
Jnit), to convince various states, including Kenya, to accede
to and integrate the “international standards as enshrined

43 Greenleaf, G., & Cottier, B. (2020). Comparing African Data Privacy Laws: International, African and Regional Commitments. SSRN.
https://papers.ssrn.com/sol3/papers.ctm?abstract_id=358247/8

44 https://freedomonlinecoalition.com/about-us/members

45 Freedom Online Coalition. (2014). The Tallinn Agenda - Recommendations for Freedom Online. https://freedomonlinecoalition.
com/underpinning-documents
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in Convention 108+,“¢ Kenya is still one of the many non-EU
member states which have not yet ratified Convention 108.#

Existence of a comprehensive data protection law

Kenya's Data Protection Act, 2019 (DPA) received presidential
assent on 8 November 2019 and came into force shortly
thereafter on 25 November 2019. The decision to formalise

the data protection process commenced, at least for some
stakeholders, in 2007/, following calls for the "second liberation’,
and the desire for democratic, right-respecting, transparent and
accountable processes and institutions in Kenya.

Between 2016 and 2018, civil society organisations working or
interested in information rights (including the right to access
information, expression and privacy under Articles 31, 33 and
25, Constitution of Kenya, 2010) converged efforts, resources
and interests. This convergence witnessed the successful
enactment of an information access legislation, i.e., the AT
Act, 2016, and led to a diversion of their calls for an exclusive
informational privacy legislative framework.

These calls were formally responded to by the ICT Ministry,
following its constitution of the “Taskforce on the Development
of the Policy and Regulatory Framework for Privacy and Data
Protection in Kenya.”* This task force prepared the Privacy
and Data Protection Policy 2018 and the Data Protection Bill

46 Council of Europe. (2018, 2 October). Data Protection Unit provides support to the Kenyan authorities in drafting legislation
on protection of privacy and personal data. https://www.coe.int/en/web/data-protection/-/data-protection-unit-provides-sup-
port-to-the-kenyan-authorities-in-drafting-legislation-on-protection-of-privacy-and-personal-data

47 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data. Reference, ETS No.108.
https:.//www.coe.int/en/web/conventions/tull-list/-/conventions/treaty/108/signatures

48 The Kenya Gazette. (2018). Gazette Notice No. 4367, Vol. CXX - No. 56. http://kenyalaw.org/kenya_gazette/gazette/volume/
MTcwNg--/Vol.CXX-No.56

49  Ministry of ICT. (2018). Privacy and Data Protection Policy 2018. http://www.ict.go.ke/wp-content/uploads/2018/08/Kenya-Da-
ta-Protection-Policy-2018-15-8-2018.pdf

90


https://www.coe.int/en/web/data-protection/-/data-protection-unit-provides-support-to-the-kenyan-authorities-in-drafting-legislation-on-protection-of-privacy-and-personal-data
https://www.coe.int/en/web/data-protection/-/data-protection-unit-provides-support-to-the-kenyan-authorities-in-drafting-legislation-on-protection-of-privacy-and-personal-data
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108/signatures
http://kenyalaw.org/kenya_gazette/gazette/volume/MTcwNg--/Vol.CXX-No.56
http://kenyalaw.org/kenya_gazette/gazette/volume/MTcwNg--/Vol.CXX-No.56
http://www.ict.go.ke/wp-content/uploads/2018/08/Kenya-Data-Protection-Policy-2018-15-8-2018.pdf
http://www.ict.go.ke/wp-content/uploads/2018/08/Kenya-Data-Protection-Policy-2018-15-8-2018.pdf

A BRIEF HISTORY OF

DATA PROTECTION IN KENYA

2009
The Data Protection Bill (2009) is
released by the ICT Ministry.

2011

The Data Protection Bill, 2009 is
received and considered by the
Commission for the Implementation
of the Constitution. Stakeholder
consultations are held in 2012.

2016

The Access to Information Act, 2016
IS enacted. Under section 21, CAJ
possesses dual access to information
and data protection powers.

2018
The Data Protection Bill, 2018 is
tabled before the Senate in May 2018.

2007

2007 elections and calls for “the
second liberation.”

2010

Kenya promulgates the 2010
Constitution of Kenya. Article 31
explicitly protects the right to privacy
and data protection.

2013
The Data Protection Bill, 2013 is
released by the ICT Ministry.

2018

Data Protection Taskforce releases
the Privacy and Data Protection Policy

& the Data Protection Bill (2018).
Public consultations are held.

2019

The Data Protection Bill, 2019 is
passed by the National Assembly, the
President assents the Data Protection
Act, 2079 on 8 November 2079 and
takes effect on 26 November 2019.




(2018)>° which were released for public commentary by the
ICT Ministry in August 2018. Between 2018 and 2019, public
consultation meetings were held and the Data Protection
Policy and Bill, 2018 were forwarded to the cabinet for
approval. This was obtained on 18 April 2079. The National
Assembly received, deliberated on, and approved the Data
Protection Bill, 2019, despite the existence of a similar
legislative process before the senate.

Implementation of the DPA, 2019: Extent and challenges

Despite the provisions of the DPA, coming into effect last year,
differing opinions persist about the extent and sustainability
of its implementation. On one hand, some stakeholders

opine that the non-operationalisation of the office of the data
protection commission (ODPC) and the attendant “institutional
framework” envisaged under the DPA is synonymous with a
framework which hasn't been implemented, nearly one month
shy of the one-year mark. Drawing on this, some entities noted
that they have neither conducted internal data protection
impact assessments nor incorporated the DPA's provisions
into their policies, structures, processes and general "way of
doing things”. As one private sector interviewee noted, the
‘instruments defined in the Act have yet not been put in place.’

On the other hand, other stakeholders have been extremely
vocal about its ongoing enforceability and implementation
and the current enjoyment of rights by data subjects,
irrespective of the delayed appointment of the data protection
watchdog.”' This is best evidenced by the petition against

50 Ministry of ICT. (2018). The Data Protection Bill 2078. http://www.ict.go.ke/wp-content/uploads/2016/04/Kenya-Data-Protec-
tion-Bill-2018-14-08-2018.pdf

51 Interview with Gloria Madegwa and Esban Muthoni, case officer and wellness officer at the Defenders Coalition, 12 October 2020.
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—dgar Obare, who was charged in August using section 72
of the DPA.°%2 As one private sector interviewee noted, they
have already “reviewed their internal policies and updated
the advice they provide to external parties”, despite being

bound by confidentiality rules in other legislative and sectoral
frameworks.>s

'Whose datais it?

Kenya's transition into the
digital economy is affected
by numerous challenges.

Challenge 1: Challenge 2 Privacy
Implementation has been consciousness amongst the
impacted by the failure to suﬁ)ulace is low. State agencies

establish the data operate as if 'data’ is state-
protection authority, 1year owned.

down the line.

These divergent opinions on the implementation of the DPA are
symptomatic of a deeper attitudinal challenge. While the digital ID
conversation heightened county-based awareness about privacy
and data protection rights, the COVID-19 pandemic demonstrated

52 The charge sheet read as follows: “On diverse dates between July 9 and July 13, 2020 at an unknown place, within the Republic
of Kenya, using your social media accounts , domain name www.bnn.ke and verified Instagram account @edgarobare, unlawfully
disclosed to your online followers personal data to wit visa belonging to one Natalie Wanjiru Githinji without her consent.” Kimuyu,
H. (2020, 3 August). Edgar Obare charged with publication of private data. Nation. https://nation.africa/kenya/news/edgar-obare-
charged-with-publication-of-private-data-1912154

53 Interview with Mercy Mutemi, legal practitioner at Nzili & Sumbi Advocates, 12 October 2020.


https://nation.africa/kenya/news/edgar-obare-charged-with-publication-of-private-data-1912154
https://nation.africa/kenya/news/edgar-obare-charged-with-publication-of-private-data-1912154

that Kenyans are willing to temporarily shelve their rights>* and
refrain from questioning the wanting safeguards inherent in
existing policy frameworks, including the national CCTV Policy.

While no “privacy consciousness” studies have been conducted
in the Kenyan jurisdiction, the results of a 2020 Japanese
study®® offer crucial insights into the public awareness and
civic education challenges — across different sectors and for
different stakeholders — for the ODPC, once operationalised.
As two interviewees noted, amongst the HRDs and journalist
communities, “low knowledge levels” exist which may impact
their work.>®

These challenges are not merely restricted to the general public,
but also private sector and state agency employees. While the
former>’ have rolled out internal training and capacity-building
initiatives for staff — including GDPR compliance — and are
aware of the liability, customer loyalty and business profitability
risks,”® the latter are still driven by the mentality that individuals
personal data "belongs to them.” Despite this daunting mentality
challenge, the DPA, 2019, if properly implemented, will promote
a sustainable paradigm shift,”® where the balance of power
between subjects and controllers/processors is redirected to the
individual themselves.

54 This is often promoted in the name of grand ideals, namely public interest, public health, and national security, as evidenced by
the unchecked roll-out of contact tracing applications by the government and private sector entities.

55 Tabata, N, & Sato, H., & Ninomiya, K. (2020). Comparison of Privacy Consciousness Between Younger and Older Adults. Wiley:.
https://onlinelibrary.wiley.com/doi/full/10.1111/jpr.12284

56 Interview with Gloria Madegwa and Esban Muthoni, 12 October 2020. Op. cit.
57 This includes ISPs, and entities in the medical, financial and retail sector. Interview with John Walubengo, 10 October 2020. Op. cit.

58 Interview with Ben Roberts, chief technology officer at Liquid Telecom, 9 October 2020. He further stated the need for the ISP
sector to “really think about its shared systems and its cloud-based architecture.” This was framed around sovereignty issues and
the impact of this on client data.

59 Interview with John Walubengo, 10 October 2020. Op. cit.

94


https://onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Ninomiya%2C+Katsumi

Building on this, the ongoing compliance at the government

level and its current privacy and data protection priorities have
been narrowed down to the ongoing digital ID drive,®® despite the
recognition that the government is "not a monolith.”’

Secondly, there are concerns that the vague and loosely-worded
language in the DPA, 2079 not only deviates dramatically from
the GDPR (which it is largely modelled on), but also significantly
waters down data subjects’ rights, controllers/processor
responsibilities, and introduces uncertainty into the Office of
the Data Protection Commission's (ODPC) mandate. These
challenges are core barriers for the proper implementation of
the DPA, using the GDPR as a benchmark, and are extensively
addressed below.

Data Protection Act: Litigation

The DPA is currently being contested before the High Court

of Kenya (Constitutional and Human Rights Division) by Okiya
Omtatah. The constitutional petition, which was lodged on 14
November 2019, challenges the constitutional validity of the
act as well as the validity of sections 5, 6, 51 (2)(b) and 54, DPA
2079. ARTICLE 19 Eastern Africa successfully intervened as an
interested party, and raised additional issues about definitional
discrepancies, the failure to balance the right to privacy with
freedom of expression and media freedom under section 52, DPA,
20719 and excessively broad exemptions.®' The petition will be
mentioned on 15 December 2020.

60 Ibid.

61 ARTICLE 19. (2019, 25 November). Kenya: Protect the data protection framework. www.article19.org/resources/kenya-pro-
tect-the-data-protection-framework
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Key data protection issues in Kenya

Key data protection issues persist in Kenya, including issues

which were commenced or f
but whose determination wi

lagged before the DPA was enacted,
shape the trajectory of data

protection and privacy in Kenya for years to come. This includes
heightened digitisation drives at the state and non-state levels,

including drives to roll out a smart city, digital identity drives, the
draft CCTV policy,°? as well as ongoing petitions affecting the
right to privacy and data protection.

On the petition front, the High Court in the NIIMS petition issued
two crucial orders. The first was the averment that the “collection
of biometric (DNA and GPS) data for purposes of identification

IS intrusive and unnecessary, unconstitutional and a violation of
Article 31, Constitution of Kenya, 2010, to the extent that it is not
authorised and specifically anchored in empowering legislation.™?

Despite this, biometric (fingerprint) data collection and storage
for authentication purposes by private entities, including banks,

mobile network operators, health and insurance businesses,

continues unabated.

Secondly, the court stalled the continued implementation of

Kenya's digital identity system and the utilisation of the NIIMS
data, subject to "an appropriate and comprehensive regulatory
framework [...] first (being) enacted.”®* On 13 October 2020, the
government gazetted the Huduma Namba regulations® which

62 Wanyama, J., & Sataar, J. (2019, 7 November). A Commentary on Kenya's Draft National CCTV Policy. CIPIT. https://cipit.strathmore.
edu/a-commentary-on-kenyas-draft-national-cctv-policy; Amnesty Kenya. (2019, 14 August). Kenya: Desist from Indiscriminate and
Invasive Mass Surveillance. https:.// www.amnestykenya.org/kenya-desist-from-indiscriminate-and-invasive-mass-surveillance/

63 Nubian Rights Forum & 2 others v Attorney General & 6 others; Child Welfare Society & 9 others (Interested Parties) [2020]. Op. cit.

64 Ibid.

65 These include the Registration of Persons (National Integrated Identity Management System) Rules, 2020 and the Data Protec-
tion (Civil Registration) Regulations, 2020. Kenya Gazette Supplement No. 176 - Legal Notices No. 195 & 196. https://ict.go.ke;
see also Mutua, J. (2020, 16 October). New regulations pave way for Huduma Namba cards. Business Daily. https://www.busi-
nessdailyafrica.com/bd/economy/new-regulations-pave-way-huduma-namba-cards-2482494
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were heavily criticised by stakeholders. °° Prior to this, the
government announced a second round of "mass registration
and the mass production of the Huduma Namba cards’”
following a "data clean up process and the creation of a data
centre™’ in September.

Key features of the comprehensive data protection law
Definitions

Key definitions have been provided under section 2
(interpretation) of the DPA, 2019 but several fundamental
weaknesses have been noted. On one hand, it has been noted
that the DPA's, 2019 definition of “personal data” is "inconsistent
with the definition under the ATI Act, 2076.°° This comment
stems from the fact that the ATl Act, 2016 contains a more
detailed definition compared to the constricted definition
available under section 2 of the DPA, 20109.

't has also been noted that the definition of the term “sensitive
personal data” omits key factors, including "membership of

a trade union, the commission or alleged commission of any
offence, or any proceedings for any offence committed or alleged
to have been committed, the disposal of such proceedings or the
sentence of any court in such proceedings.””

66 ARTICLE 19. (2020, 20 March). Kenya: Digital identity regulations must satisfy constitutional requirements. https://www.article19.
org/resources/kenya-digital-identity-regulations-must-satisfty-constitutional-requirements

67 Tanui, C. (2020, 16 September). Huduma Namba e-cards production to begin in December: PS Kibicho. Capital News. https://
www.capitalfm.co.ke/news/2020/09/huduma-namba-e-cards-production-to-begin-in-december-ps-kibicho

68 ARTICLE 19. (2019, 25 November). Op. cit.

69 Defenders Coalition, Kenya Legal and Ethical Issues Network on HIV and AIDS (KELIN), Dr. Robert Muthuri and Privacy Interna-
tional. (2020). Analysis of Kenya’s Data Protection Act, 2079. https://privacyinternational.org/advocacy/3348/analysis-kenyas-da-
ta-protection-act-2019
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Data subject

rights

The rights of data subjects are mainly provided under section
26, DPA 2019 (rights of a data subject). However, other rights
which data subjects possess are scattered in other sections
of the framework. These include: the right to data portability
and the rights in relation to profiling and automated decision

making unde
respectively.

empowerment of data subjects need-
including an explicit “rigr
compensation and liabili

r section 38 ar

d section 35 of the

DPA, 2019

t has been noted that other rights to guarantee

Purpose limitations

0 be included in the DPA,
t to an effective remedy”, and a "right to

ty/ 70
V.

The principles guiding personal data processing are explicitly
set out under section 25 (principles of data protection) which
provides that personal data can only be collected for “explicit,

specified and legitimate pur
IN @ mManner iIncom
[imitation is present throughout the

natible w

D0ses and not further processed
ith those purposes.” This purpose
DPA, including section

30 (lawful processing of personal data); section 31 (data
protection impact assessment); section 37 (commercial use of

data); and section 39 (limi

amongst oth

ers.

Conditions for lawful processing

tation to retention of personal data),

The conditions for lawful processing are provided under section

30, DPA, 2079. The conditi
prior consent from the da

70 Ibid.
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'a subject to the “processing for one or



more specified purposes.” Other scenarios are provided where
lawftul processing may be permitted.”

Relevant exemptions in the public interest

The exemptions applicable under the DPA, 2019 are located
under Part VII = Exemptions, and other sections interspersed
throughout the framework, including section 30 (1) (b)(iv) and (vi),
section 52, amongst other sections.

Specifically, these wide and blanket exemptions are present
throughout the whole DPA, 2019, including under section 51 (2)
(b), which contentiously exempts the processing of personal data
where this is necessary for “national security or public interest”.
AS one interviewee noted, the "government always has a caveat in
all laws.””2 Notably, these terms are not defined in the act and risk
being abused by state agencies and/or private agencies working
conjunctively with the state on public affairs.

This exemption is currently being contested in the data protection
constitutional petition, which notes that this provision conflicts
with Article 59 (2)(d), Constitution of Kenya, 2010.

Conversely, ARTICLE 19 EA noted that the “journalistic exemption’
located under sections 30, 39 and 51, DPA, 2019 inadequately
protects the right to free expression. It was noted that this
exemption is limited to the processing of personal data and

71 Section 30 (1)(b), DPA, 2019: where the processing is necessary for “for the performance of a contract to which the data subject
IS a party or in order to take steps at the request of the data subject before entering into a contract; for compliance with any legal
obligation to which the controller is subject; in order to protect the vital interests of the data subject or another natural person; for
the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; the per-
formance of any task carried out by a public authority; for the exercise, by any person in the public interest, of any other functions
of a public nature; for the legitimate interests pursued by the data controller or data processor by a third party to whom the data
is disclosed, except if the processing is unwarranted in any particular case having regard to the harm and prejudice to the rights
and freedoms or legitimate interests of the data subject; or for the purpose of historical, statistical, journalistic, literature and art
or scientific research’”

/2 Interview with Gloria Madegwa and Esban Muthoni, 12 October 2020. Op. cit.
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retention provisions, but not to other crucial aspects, including
the “requirements of reqgistration of data processing, the
processing of sensitive data, the limits on the transfer of personal
data outside Kenya and the application of criminal offences.”’
This exposes journalists to serious consequences, including the
risk of criminal penalties for articles published in good faith.

Breach notification requirements

The notification and communication of breach requirements
are set out under section 43, DPA, 2019. This section inserts
a worryingly low notification threshold, when there is "real

risk of harm to the data subject.” A joint analysis revealed that
this threshold is vague and no criteria of risk and likelihood

IS provided in the section. This vagueness can constitute

a loophole for data controllers who hide behind subjective
determinations of risk.”4

Cross-border data transfers

The transfer of personal data outside Kenya is provided under Part
VI of the DPA, 2019. Section 48 provides for the “conditions for
transfer out of Kenya®, Section 49 provides for “safeguards prior

to transfer of personal data out of Kenya” and Section 50 provides
for the contentious data localisation requirement, or “processing
through a data server or data centre in Kenya". Notably, Regulation
38 of the Data Protection (Civil Registration) Regulations, 2020
provides that civil registration entities “shall not transfer personal
data collected for civil registration purposes outside of Kenya,
except with the written approval of the Data Commissioner.”’

73 ARTICLE 19. (2019, 25 November). Op. cit.

74 Defenders Coalition, Kenya Legal and Ethical Issues Network on HIV and AIDS (KELIN), Dr. Robert Muthuri and Privacy Interna-
tional. (2020). Op. cit.

100



't Is crucial to note that interviewees maintained that the
Taskforce Bill (2018) — which relied on the GDPR as the reference
document — did not contain the “data localisation” provision under
section 50, DPA, 2019. It is unclear whether this was introduced
during the cabinet approval stage, and therefore not subjected

to public participation, or during the deliberations of the National
Assembly, where the committee and the house possess ultimate
decision-making powers, irrespective of the public’'s sentiments.

Other relevant features

Other tfeatures have drawn the attention and concern of
stakeholders. These include the penalties for breach under
section 63, DPA, 2019 (administrative fines), and the use of loose
language which will have an impact on data subjects’ rights ana
controllers’ or processor responsibilities.

The former prowsmn curiously states that the data commissioner
can impose a maximum penalty of “up to five million shillings
(approximately USD 50,000), or in the case of an undertaking, up
to one per cent of its annual turnover of the preceding financial
year, whichever is lower.” This poorly-phrased section may permit
entities with parent-subsidiary arrangements to negotiate the
amount of fines they will pay, which fails to promote their use as
a redress mechanism for data subjects.

The use of the word "'may” also waters down significant
protections in the DPA, 2019. Forexamp\e under section 24
(designation of the data protection officer), data controllers and
processors have the option to appoint a data protection officer,
as opposed to the mandatory appointment envisaged under
Article 37 of the GDPR. This is an issue because the DPA, 2019 is
supposed to be compliant with international standards.
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n preparing this report, responses from interviewees about the
financial, requlatory and compliance costs of adhering to rights-
frameworks, including the DPA, 2019 were sought. While most
interviewees noted that the failure to implement the DPA in a
staggered manner’> for entities with different capabilities may
impose a disproportionate burden on all entities, especially micro,
small, or medium enterpnses compared to their larger private
Cour'erparts it was also affirmed that one should refrain from
‘putting a cost on human rights, given Kenya's fledgling entry into
the digital economy.”’®

Lastly, it was noted that, in the COVID-19 context, numerous
entities have had to shift their way of doing things, including
upgrading from paper-based to cloud-based services.”’ This latter
point magnified that rights protections and their attendant costs
will always be equalised by the free market.’s

Data protection authority (DPA) or other institutions
assigned with the responsibility to oversee rights
to personal data protection

Establishment and composition of the DPA
and other institutions

The ODPC, which is constituted as a state office rather than

a constitutional commission, is established under Part || —
-stablishment of the Office of Data Protection Commissioner.
This office is steered by the data commissioner, and other
supporting staff appointed by the data commissioner. The

/5 Interview with Grace Mutung'u, 12 October 2020. Op. cit.
76 Ibid.

/7 Interview with Ben Roberts, 9 October 2020. Op. cit.

/8 Interview with John Walubengo, 10 October 2020. Op. cit.
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commissioner is expected to establish relevant directorates, in
conjunction with the cabinet secretary (section 5, DPA, 2019).

The recruitment of the data commissioner is initiated by

the Public Service Commission, which puts out the call for
recruitment and shortlists "three qualified applicants in the order
of merit for the position of Data Commissioner” for presidential
nomination, subject to the approval of the national assembly
(section 6, DPA, 2019). The qualifications required for the data
commissioner are elucidated under section /7, DPA, 2079 ana
unlike other jurisdictions, the commissioner will serve for a “single
term of six years” without the possibility of reappointment.

On 14 April 2020, the Public Service Commission issued a

public notice for the position’”® and subsequently shortlisted 10
candidates for the position in July 2020. This process was halted
by the Employment and Labour Relations Court in July following
a petition lodged by Adrian Kamotho. The petitioner contested,
among other issues, the time taken by commission (two months)
to conclude the recruitment process, in contravention of the 21-
day statutory period provided under section 6 (3), DPA, 2019.
Reports indicate that petitioner and the commission filed a
consent before the court, and the commission “agreed to start
the process afresh ‘in accordance with the law.”° This fresh
recruitment process resulted in 12 candidates being shortlisted.®’

On 13 October 2020, reports emerged that Immaculate Kassait
had been nominated by the President of Kenya for the position
of data commissioner, pending the approval of the national

/9 https://www.careerpointkenya.co.ke/2020/03/data-commissioner-psc

80 Kiplagat, S. (2020, 28 July). PSC back to drawing board on Data Commissioner recruitment. Business Daily. https://www.busi-
nessdailyafrica.com/bd/economy/psc-back-to-drawing-board-on-data-commissioner-recruitment-2297110

81 Otieno, B. (2020, 15 September). SC shortlists 12 candidates for data commissioner post. Business Daily.
https://www.businessdailyafrica.com/bd/news/psc-shortlists-12-candidates-for-data-commissioner-post-2301252
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assembly’s Departmental
Information and Innovation.®? It is unclear who the other two

shortlisted car

didates were. Finally, it is unclear how the High
Court will determine the grounds raised in the data protectior

Committee on Communication,

petition, which raises issues about the recruitment process.

Mandate of the DPA/other institutions

Ur
1S

general imp

der section 8, DPA, 20

19 (functions of the Office), the ODPC

tasked with “increasing legal certainty™® by overseeing the
ementation of the DPA, exercising oversight over

data controllers and processes via registration, investigating

COIM

pu

blic education and aw

dlaints of privacy and data protection infringements,

areness, promoting international

cooperation in matters, and undertaking research on data
developments, amongst others. Under section 9, DPA 2019
(powers of the office), the ODPC possesses regulatory,

investigative, dispu

powers, amongst others

‘e-resolution, inspection, audit and sanction

Effectiveness and challenges of the DPA/other institutions

Th

challenges which wi

ItS

e ODPC - once operationalised — will face pre-existing

ability to work indepen

| drastically affect its effectiveness, and limit

dently.

The first challenge of the ODPC's office is its lack of
independence and its situatedness as a state office under the

IC

Ministry, which is itse

f a state agency and a data controller/

processor. While some in
practical realities within the Kenyan jurisdiction, including the

erviewees noted the need to recall

82 https://www.youtube.com/watch?v=kFgmxsvG23s

83 Internet Society & Commission of the African Union. (2018). Personal Data Protection Guidelines for Africa. https://www.internet-
society.org/resources/doc/2018/personal-data-protection-guidelines-for-africa
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Kenya's Data Commuissioner

General function under General powers under section 9,
section 8§, DPA, 2019: DPA, 2019:
e Oversee the implementation e Regulatory, investigative,
of and be responsible for the dispute-resolution, inspection
enforcement of this Act. P and audit, and sanctions
POWeTS.

Challenges and Risks:

e The Commissioner faces pre-existing restrictions, including power-sharing with the
Cabinet Secretary, ICT Ministry. This will drastically affect its eftectiveness and limit
its ability to work independently.

o This risks affecting Kenya's nascent privacy and data protection practice, and
consequently, the rights of Kenya's 47.6 million data subjects.

fears of a constitutional commission being subjected to arbitrary
budgetary cuts in a similar manner to constitutional commissions
(i.,e. KNCHR and CAJ) and parastatals which may interfere with
the governments operations, it is concerning that these realities
took precedence over the full protection and promotion of the
right to privacy and data protection in Kenya.

Secondly, as noted above, the ODPC faces the challenge of
combating attitudinal problems within the government itself,
which still possess copious privileges in the data collection,
processing and storage arena.®*

Thirdly, interviewees queried the ability of the ODPC to effectively
deal with an anticipated case-load challenge in a timely manner,
including complaints, which will likely be placed before it.®°

84 Interviews with Gloria Madegwa and Esban Muthoni, 12 October 2020. Op. cit.

85 Ibid. This query, prior to the establishment of the ODPC, led to a pertinent statement about the “type of measures which can be
created before the Commissioner takes office”

105



-ourthly, Section 8 (1)(d),

DPA 2019 promotes self-regulation

among data controllers and data processors. This provision risks
eroding the protections conta
to specify instances where se

types of contro
will be implemen

self-requlatior

lers and processors, and tr
ted to prevent abuses.

ined in the DPA, given the tailure

f-regulation is permitted, for what

will be aligned with the codes and guidel
the ODPC must issue under section 74, DPA, 2019.

e safeguards which
tIs also unclear how this
18

es which

Lastly, it is unclear why the cabinet secretary, ICT Ministry

for this. However, it IS cer
the ODPC and may
functions of the OD

possesses wide powers under the DPA and the justification
[ain that this risks disempowering
permit the ICT Ministry to interfere in the
PC, without the need for prior consultation.

This is evidenced by the following provisions; section 35,

the cabinet secre
further provision

DPA, 2019 (automated individual decision making) empowers
ary, rather than the O
to provide suitable measures to safeguard
a data subject’s rights, freedoms and legitimate interests

DPC, to "'make such

in connection with the taking of decisions based solely on

automated processing.” Section 37/,

DPA, 2019 (commercial

use of data) empowers the cabinet secretary, in consultation
with the commissioner, to "prescribe practice guidelines

server or data cer
exclusive powers

data centre located in Kenya.’
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this Act.” Section 50, DPA, 2019 (processing through a data
tre in Kenya) grants the cabinet secretary
0 "prescribe, based on grounds of strategic
interests of the state or protection of revenue, certain nature
of processing that shall only be effected through a server or a



Data protection practices in internet country code top level
domain name (ccTLD) registration

Kenya's .ke ccTLD (domain) registration services are “administered

byK

-NIC” and the communications authority of Kenya acts as the

“trustee |...] on behalf of the Government of Kenya"

KENIC has an interactive WHOIS search query webpage
permitting access to domain, contact, host and registrar

da
of

information.®” Further, KENIC's ke Domam Name WHOIS Policy
stipulates that the registry is permitted to publish certain personal
ta, including: "name, address and telephone and fax number
the Registrant; technical contact person; email address of

Registrant; technical data (such as status of the Domain Name or
the name servers).” The policy further asserts that the contact
information for private individuals is "restricted to the email
address, unless they request otherwise.” Individual registrants
are explicitly informed about the ability to “create and use a
specific functional email address for publication in the WHOIS as
an alternative to the use of their personal email address.™"

The policy also specifies that it will only transfer personal data

to third parties where it is "ordered to do so by a public authority,
carrying out its legitimate tasks.”™' Third parties are required to fill
in an application form and provide supporting information, as well
as agree to certain disclaimers.

86
87/
83
89
90
91

DId.

DId.

DId.

Nttps://ca.go.ke/industry/e-commerce-development/domain-name-system
Nttps://whois.kenic.or.ke/whois.jsp

nttps://kenic.or.ke/policies
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Lastly, KENIC provides third parties with access to personal data,
where it has been ordered to do so by a “judicial authority ir
Kenya'. It is unclear whether KENIC has dealt with such requests,
including from law-enforcement agencies, whether court-
sanctioned warrants were produced beforehand, and whether it
publicly discloses this practice on its website. An email request
for information was submitted to KENIC on 9 October 2020, but
No response had been received as at 19 October 2020.

Analysis in line with AfDec and other relevant instruments

Kenya's DPA, 2019 is a representation of the tireless efforts by
numerous internal and external stakeholders. Despite this, the
legislative framework lacks full informational privacy protections,
as evidenced by the extensive loopholes documented above. This
IS also informed by the fact that the DPA does not conform with
international and regional best practices and standards, including
those on protection and privacy.®

Notably, Principle 8 of the AfDec mandates that the right to
personal data protection must be provided for all stakeholders.
Despite this, Kenya's DPA, 2019 falls below this standard by
failing to provide adequate protections for children. Secondly,
the right to communicate anonymously on the internet and
using digital technologies is not fully guaranteed, given the
existence of competing legislation which waters down this
right. Thirdly, the DPA, 2079 fails to meet the three-part test
and includes broad, vague and ill-defined restrictions on
personal data protections which are inconsistent with these

permissible restrictions.

92 Interview with Gloria Madegwa and Esban Muthoni, 12 October 2020. Op. cit.
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—ourthly, the DPA, 2019 fails to comply with other regional
guidance, including the AU Convention, the Personal Data
Protection Guidelines for Africa and the ACHPR Declaration.
Despite Kenya not being bound by these three documents, all of
them emphasise the need for an independent data protection
authority as a "vital element of the legal and institutional
framework for building trust online.” As noted above, Kenya falls
far below this standard.

Crucially, Kenya supported recommendations to "revise and
enact the draft data protection bill and create a data protection
framework in line with international standards on the right to
privacy, ?* despite the enactment of the DPA, 2019. This is a
crucial recognition by the state that its current framework is not
on a par with these regional and international commitments,
which was echoed in CSO reports.

L astly, despite Kenya's DPA being modelled on the GDPR, Kenya
has not taken further measures to address the inconsistencies
noted above by aligning and updating the framework.

Analysis of the status of a human rights-based approach to
personal data protection in the country

The draft "Privacy and Personal Data Protection in Africa —
Advocacy Toolkit” magnifies the utility of the human rights-
based approach, and notes that this helps "policy makers
perform better at meeting their human rights obligations,
and have better outcomes that benefit rights-holders.”> This

93 Internet Society & Commission of the African Union. (2018). Op.cit.

94 "142.28 Revise and enact the draft data protection bill and create a data protection framework in line with international standards
on the right to privacy (Estonia); 142.176 Ensure that surveillance and profiling of citizens respect the right to privacy, including
judicial oversight (Germany)”. UNHRC. (2020). National report submitted in accordance with paragraph 5 of the annex to Human

Rights Council resolution 16/21 - Kenya. https://undocs.org/A/HRC/WG.6/35/KEN/T
95 https://africaninternetrights.org
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approach is underpinned by the “PANEL" principles (participation,
accountability, non-discrimination and equality, empowerment,
legality),’® which will be explored below.

P
C

Despite Kenya's 12-year-old informational privacy journey, the five
rinciples were not unitformly applied during the various open and

osed deliberation processes.

Participation and non-discrimination and equality

On the participation front, the formation of the task force
commendably opened up processes permitting more individuals
and organisations to actively take part in the public participation
processes. However, the selection criteria used to identify the
members of this task force remains unknown. Secondly, the
continued failure to enact the draft Public Participation Bill (2019)%

means that public consultation hearings gwmg effect to public
participation provisions in the Constitution of Kenya, 2010, left

out various stakeholders. This included persons with disabilities,

g

children and the elderly, amongst others, whose voices were

aringly absent from the data protection process between 2007/

and 2019.

Commendably, the National Assembly process prioritised public
county meetings, which encouraged a shift towards a more

holistic, nation-based rather than Nairobi-based, approach to data
orotection and privacy in Kenya. This helped shatter the existence
of geographical barriers, and the exclusion of individuals on this

basis, in ICT policy processes in Kenya.

96 http://ennhri.org/about-nhris/human-rights-based-approach
97 http://kenyalaw.org/kl/index.php?id=9091
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Accountability

Under the "accountability” umbrella, the lack of appropriate
mechanisms capable of holding duty bearers to account

for this failure to include all voices as mandated under the
Constitution of Kenya, 2010, resulted in individuals turning to
the courts. Kenya's judicial process is not only expensive, and
time-consuming, but also adversarial. These factors reveal
the need to enact out-of-court redress and accountability
mechanisms, during bill formation processes, given the
inadequacy of existing mechanisms.

Secondly, as magnified above, Kenya does not mandate data
controllers and processors to appoint data protection officers
capable of promoting institutional compliance, at the state and
private entity levels.

Empowerment

-mpowerment is synonymous with an individual's ability to know
and to choose. As noted above, one of the core implementation
challenges avvaitiﬂg the ODPC is the pressmg lack of “privacy
consciousness”. This will require the office to actively ana
deliberately tailor specific education and awareness-raising
campaigns, across the country, which must be available in both
official languages in Kenya, Kiswahili and English. This, as noted
in the draft toolkit, will provide a threshold against which to
measure the “effectiveness (i.e. use) of the law”.

Secondly, easily accessible platforms must be available to
individuals permitting them to exercise their data rights, which
requires on-the-ground harmonisation and interoperability of
systems and processes.
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Legality

The challenges of the
enumerated extensive

egality of the DPA, 2019 have been
y above. These |legality challenges,

which are being contested before the High Court, will have an
impact on the viability and effectiveness of the DPA, including
for future generations.

Concluding observations and recommendations

The documented information reveals that Kenya's DPA, 2019,

whilsta s
a lot to be desired.

review, It sti
standards on the right-

offer data subjects the panacea and liberat
given the existence of internal and externa

including on issues which are central to

ep in the right direction for informational privacy, leaves
Despite the Kenyan government affirming the
existence of gaps in the draft Data Protection Bill, during its UPR
| failed to enact a framework “in line with international
0 privacy”.”® Kenya's framework does not

jon proponents sought,
Inconsistencies,

its practical and

sustainable implementation and competing legislation.

AS NO

2007/

‘ed above, the various open and closed processes — from
to 2079 — which led to the enactment of the DPA, 2019 were

marked with notable successes and failures which impacted

Kenya

s "PANEL" assessment. On one hand, positive efforts were

made to shatter the Nairobi-centric nature of the data protection

conversa
and to so

tions during the 2019 National Assembly deliberations,
icit the input of vast stakeholders during the 2018

taskforce deliberations. However, the inability to promote

particl
conclusion that Kenya's
stakeholders” (Principle 8 of the AfDec).

98 UNHCR. (2020). Op. cit.
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a constitutional petition casts a still undetermined shadow on the
constitutionality of the DPA, 2019.

Lastly, Kenya's ODPC faces the challenge of rousing “privacy
consciousness’ amongst rights holders and duty bearers in
the Kenyan jurisdiction. Where this is collaboratively pursued,
an accountable, participatory and trust-laden transition into the
digital economy may be possible.

Recommendations: Strengthening the privacy and data protection
framework and application of the human rights-based approach.

To the government:

»  Commence a stock-taking review of the DPA, 2019 to assess
what progress and challenges exist in the Kenyan jurisdiction,
nearly a month to the one-year mark.

- Urgently commence sensitisation and public-awareness
training and capacity-building sessions to combat state
agencies’ perceptions (individual and organisation level) about
the ownership status of personal data.

- Actively promote the inclusion of excluded stakeholders to
ensure a deeper, and wider level of participation.

To civil society organisations and academia:

- Continue advocating for the sealing of loopholes and
inconsistent provisions in the DPA, 2019, including before
national, regional and international judicial fora.

- Continue monitoring ongoing behaviour by data controllers ana
processors in Kenya and utilise right-to-information requests to
solicit information from state and non-state actors.
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- Continue documenting data protection and privacy successes
and challenges in shadow reports, including before the UNHRC

(ICCPR state review), the OHCHR (UPR) and the ACHPR
(observer status reporting mechanism), amongst others.

To the private sector (ISPs and MNOSs):

- Internalise DPA, 2019 responsibilities and take initiatives to

ensure compliance, irrespective of the non-operationalisation
of the ODPC.

- Commence user and client sensitisation about updatead
privacy policies.

Promptly inform users and clients — using online and offline
platforms — about the occurrence of data breaches.

To the technical community:

Publicly disclose the number of WHOIS law enforcement
requests and their resolution.

- Implement the data protection by design and default
provisions into internet and technology infrastructural
systems and processes.

114



Namibia

Pria Chetty and Alon Alkalay’

-ndCode

Executive summary

Namibia recognises the right to privacy as a fundamental
human right under Article 13 of the Namibian Constitution. The
Information Technology Policy of Namibia, 2008 undertakes to

develo

D legislation that addresses information security, data

protection and the protection of privacy. Furthermore, the policy

er

1N

nphasises that in order to ensure that the interface between
form

ation security and rights to privacy are well regulated, the

protection of data, information security and lawful interception
should comply with international standards.

Between 24 and 26 February 2020, the Council of Europe along

with the Commonwealth Secretariat held a data protection
legislation drafting workshop in the capital city of Windhoek.?

1

2

The auth

ors are grateful to national respondents and experts in Namibia for their time and involvement, with special thanks to the

team at EndCode, particularly Daniel Batty.

Council of Europe. (2020, 26 February). GLACY+: Stakeholders’ Consultation Workshop on the Data Protection Bill in Namibia.
https://www.coe.int/en/web/cybercrime/-/glacy-stakeholders-consultation-workshop-on-the-data-protection-bill-in-namibia
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The resulting Data Protection Bill proposes the establishment
of a data protection authority and seeks to create provisions
for the use, processing and collection of personal information

in order to protect citizens’ right to privacy. In March 2020, the
Council of Europe and the Commonwealth Secretariat, jointly with
the Ministry of Communication, held a consultative workshop
with stakeholders on proposed data protection legislation.

The workshop participants examined the key provisions of

the General Data Protection Regulation (GDPR), the Southern
African Development Community (SADC) Data Protection Model
_aw, the African Union Convention on Cyber Security and Data
Protection and the Council of Europe’s Modernised Convention
for the Protection of Individuals with regard to the Processing of
Personal Data. This workshop has been succeeded by a series of
stakeholder consultations with a view to present a draft bill to the
Namibian Cabinet in 2021.

This report is timely. It draws comparisons between the
Namibian Data Protection Bill, 2020 and regional and
international instruments influencing data protection regulation
in Africa and globally. In particular, and unique to the scope of
this study, the report examines the Namibian Data Protection
Bill in the context of human rights-based approaches to data
protection. Secondly, the report collects views and perspectives
from national stakeholders that were interviewed on the key
considerations for Namibian data protection regulation. In the
context of this study, constraints and threats to privacy and
personal data protection were collected.

The report concludes that the Namibia Data Protection Bill
IS a positive step toward realising data protection rights for
Namibians and conferring obligations to safeguard Namibian
citizens’ personal data. The proposed establishment of a Data
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Protection Authority and the identification of powers to receive
and investigate complaints is welcomed furthermore as a
positive step to the realisation of rights of privacy and privacy
online. Effective and broad stakeholder consultation is, however,
crucial to ensuring that the bill is responsive to the constraints
and barriers identified by respondents to data protectior
regulation and to ensure that Namibia adequately aligns with
regional and international instruments governing data protection
to which the country is bound. The draft Namibia Data Protection
Bill is commendable for the public interest exceptions provisioned
and the extent to which it meets emerging standards for human
rights-based policy setting.

Ultimately, however, Namibia's data protection law must be passed,
must be operationalised and must be effectively governed to offer
the assurance of privacy redress for Namibian citizens.

This report is one in a series of country studies carried out

for the African Declaration on Internet Rights and Freedoms
(AfDec) Coalition that aim to increase the understanding of the
importance of a rights-based approach to data protection and
privacy among national and regional human rights institutions
establishing regulation amongst institutions in this area. The
report also aims to increase the understanding of the importance
of a rights-based approach to data protection among duty
bearers and rights holders. It is hoped that this report will inform
and strengthen national policy making and legislative processes,
regional and policy debates and advocacy initiatives in the region
and promote the idea of using human rights-based approaches in
internet-related policy and regulation.
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Methodology

This research has been undertaken to determine and understand

the state of
Junderstandi

The researc

data protection in Namibia and to provide an
ng of the barriers that have to be overcome in order

to develop and adopt a data protection framework in the country.

h culminates in an analysis of the extent to which the

personal data protection and privacy framework in Namibia (the
proposed Namibian Data Protection Bill), applies a human rights-

based approach.

The majority of the content in this report was compiled through
desktop research and informed by stakeholder interviews. Sources

consulted in

A total of fiv

clude primary, secondary and tertiary sources.

e interviews were conducted covering a full range

of relevant data protection stakeholder categories including,
government, civil society, media, academia and private sector.

Interview respondents’ submissions have been kept anonymous

and are refe

-Irst res

renced in this report as follows:

pondent; Data protection expert and private

sector stakeholder

. Second respondent: Research associate and public

policy advocate

- Third respondent: Government official

-ourth respondent: Data protection expert and academic

. Fifth respondent: Journalist, researcher and civil

soclety a

dvocate.
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Country context

Namibia is a former German colony that was administered by
South Africa after the defeat of the German empire at the end

of World War |.2For the period from 1910 to 1990 Namibia was
subjected to South African law which included the racial policies
of apartheid.

On 21 March 1990 Namibia gained independence.*

When Namibia attained independence tfrom South Africa in 1990
the country adopted the constitution which was developed to
reflect a pro-democracy, human rights agenda that dominated
at the time.

Article 1(7) of the constitution states:

The Republic of Namibia is hereby established as a sovereign,
secular, democratic and unitary State founded upon the
principles of democracy, the rule of law and justice for all.>

Article 1(2) further states:

All power shall vest in the people of Namibia who shall
exercise their sovereignty through the democratic
institutions of the State.

Chapter 3 of the constitution, entitled Fundamental Human
Rights and Freedoms, is referred to as the Bill of Rights and
outlines the human rights of all Namibian citizens.

3 https://www.britannica.com/place/Namibia/History#ret44015
4 https://www.sahistory.org.za/place/namibia

5  Constitution of the Republic of Namibia, 1990.
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Namibia is governed by the SWAPO (South West Africa People's
Organisation) Party, a former independence movement which
gets its name from a time when Namibia was referred to as
South West Africa.* The SWAPO party continues to rule Namibia
following the recent 2019 general elections which saw President
Hage Geingob elected with a 56.3% majority vote.” Today,
Namibia has a small population relative to its geographical

Size, with a total population of 2,630,073 people.® The Namibian
economy is largely dominated by raw mineral resource extraction
with mining contributing 12.5% of the Namibian GDP® and 50% of
the foreign exchange earnings.'

Namibia's standing on internet-related human rights

Namibia has a national internet governance forum, NamIGF,
which seeks to raise awareness about internet governance issues
as well as influence the public policy making process concerning
the internet and more broadly information and communications
technology (ICT) in general.™

The Ministry of Information and Communications Technology
(MICT) is the primary government institution responsible for
promoting the use and eftective regulation of ICT services

in Namibia.'> While the ministry does not give express
acknowledgement to all internet-related human rights, a
stated strategic objective is to "Enhance unhindered access

6  https:/www.sahistory.org.za/article/south-west-africa-peoples-organisation-swapo

7 Electoral Commission of Namibia. (2019). Presidential Election Final Results. https://www.ecn.na/wp-content/uploads/2019/12/
NA-ELE-RESULTS-UPDATE-2019.pdf

8  https://www.cia.gov/the-world-factbook/countries/namibia/#people-and-society
9  https://www.cia.gov/the-world-factbook/countries/namibia/#economy
10 https://www.heritage.org/index/country/namibia

11 https://namibia.intgovforum.org/content/namibia-igf-home

12 nttps://mict.gov.na
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to information for an informed nation”."® At the inaugural 2077

Namibian IGF, themed: "Shape Your Digital
nformation and Communication Technology, Tjekero -

—uture”, Mir

iSster of
‘Weya,

highlighted that Namibia endeavoured to achieve a knowledge-
based economy through its Vision 2030. To this end, the

minister pointed to various legal reform initiatives with tr
of establishing appropriate legal frameworks for achievir

e alm

g tr

€

country’s digital goals and the country’'s initiatives to increase

citizens access to the internet.

The Parliamentary Standing Committee on Information,
Communication, Technology and Innovation acts as an
oversight body to ensure that the MICT, among other ministries,
IS achieving its mandate. Additionally the committee advises

parliament on new legislation and policies that should be adoptead

to further ICT development in Namibia.™

Namibia has committed to recognising privacy as a
fundamental human right in both national frameworks such

as the constitution and international commitments such as

the International Covenant on Civil and

Political

Rights and
the Universal Declaration of Human Rights." Notwithstanding

such commitments, Namibia has not effected data protection
legislation. In 2013 the International Telecommunications Union
Protection Bill and

(ITU) assisted in the development of a

13 https://mict.gov.na/strategic-plan

Data

Data Protection Policy, however neither of these docu

14 https://www.parliament.na/index.php/committee-on-information-and-communication-technology-na

15 Council of Europe. (2020, 16 March). GLACY+: Situation report on the current state of legislation in Namibia on data protection

and related recommendations.
16 Ibid.
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In 2018, the Namibian Media Trust (NMT), a civil society
organisation in Namibia involved in promoting media freedornr
and related issues as well as the regulation of the media (print,
broadcast and online) in line with international best practice,
made submissions' on the proposed Review and Amendment of
nformation and Communication Technologies (ICT) Policies and
the Communications Act (collectively, the ICT Review) that was
undertaken by an ITU expert on instruction of the Government

of Namibia, more specifically, the MICT. The submission called
for an approach to ICT policy and legislative reforms that reflects
a commitment to: upholding the Constitution of Namibia,
meeting Namibia’s human rights obligations under international
law, including with respect to its obligations as a member of

the United Nations (UN) and of the African Union (AU) and
providing its people with policies and laws that meet the highest
international best practice standards "as a mark of respect for
the inherent dignity of every Namibian.” In the submission, NMT
notes that Namibia does not have "personal data protectior
policies let alone enacted statutes” and advocates for a rights-
based approach to internet regulation, relevant to both freedom
of expression as well as the right to access information.

Article 21(17)(a) of the Constitution of Namibia guarantees
‘freedom of speech and expression, which shall include
freedom of the press and other media.” Further, under Article
144 of the constitution, Namibia is bound to a number of
international human rights instruments that endorse access to
information as a fundamental human right. These include the
Universal Declaration of Human Rights (UDHR), the International
Covenant on Civil and Political Rights (ICCPR) and the African
Charter on Human and Peoples’ Rights (ACHPR). Namibia

'S, however, prejudiced by the failure to pass or implement

17 https://www.nmt.africa/uploads/5be58699t3d58/NMTSubmission-2018ICTReview.pdf
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laws advancing access to information and media freedom.
Namibia's Access to Information Bill has finally been tabled in
parliament after years of lobbying the Namibian government.
The Whistleblower Protection and Witness Protections Acts of
2017 have not been implemented.

Digital rights and online protection for women in particular are

in a parlous state as the lack of regulation means that online
harassment and the non-consensual sharing of images has gone
unpunished. The 2020 Women's Rights Online Report Card for
Namibia'® requests that legislation be passed to protect personal
data and information online while it also notes that the criminal
justice system (in the form of the police and judiciary) requires
capacity-building to address online gender-based violence. That
the report notes that online harassment has gone unpunished
and the request that the police and the judiciary receive training,
IS also an indication that the Namibian legal system has
struggled to grapple with privacy issues.

Constitutional underpinning and case law

Namibia recognises the right to privacy as a fundamental human
right under Article 13 of the Namibian Constitution:

Article 13(17) states:

No persons shall be subject to interference with the privacy
of their homes, correspondence or communications save as
in accordance with law and as is necessary in a democratic
society in the interests of national security, public safety or
the economic well-being of the country, for the protection of

18 Internet Society Namibia Chapter. (2020). Womens’ Rights Online Report Card: Namibia. https://webfoundation.org/docs/2020/08/
GenderReport-Namibia.pdf
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health or morals, for the prevention of disorder or crime or
for the protection of the rights or freedoms of others.

Article 13(2) states:

Searches of the person or the homes of individuals shall
only be justified: (a) where these are authorised by a
competent judicial officer; (b) in cases where delay in
obtaining such judicial authority carries with it the danger of
prejudicing the objects of the search or the public interest,
and such procedures as are prescribed by Act of Parliament
to preclude abuse are properly satisfied.

Article 144 ot the constitution provides that unless otherwise
provided for in the constitution or another act, the general rules of
international public law and international agreements binding on
Namibia shall form part of Namibian law.

An examination of the available case law indicates that privacy
has been a factor in certain cases. The courts have confirmed

a right to privacy of communications whilst rendering it
subordinate to the ends of achieving justice, established a test
for intent to establish liability for a violation of privacy and in an
anti-corruption case, upheld the right to privacy to render certain
records inadmissible.
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Citation Case description Aspects relative to privacy

Nghimwena v The appellant brought an action | Despite confirming the constitutional right to privacy:

Government  in the High Court in which she "Every citizen has a fundamental right to privacy of

of the claimed from th.e goyernment, communications, inter alia, by virtue of the Namibian
Republic of the respondent in this matter, Constitution”
Namibia damages in the amount of NAD

200,000 (USD 123,22) for alleged “The principle in our Courts and under The Namibian

unlawful arrest and detention Constitution is that the right to privacy is fundamentally

and a sum of NAD 500,000 (USD  €nshrined.

32,453) for alleged assault and The court nonetheless rejected the plaintift's claim and
torture. held that the breach of her right to privacy “pales into
insignificance as against the goal of achieving justice.”

Erica Beukes @ Multiple causes of action The court held that the claim of a violation of privacy
and another v ' including defamation and a should fail on procedural grounds as the plaintiff failed
Daniél Petrus violation of privacy following to avert all the elements necessary for the claim. In this
Bothaand 3 | assertions made by trustees to regard the court laid down a test for the violation of
Others donors of the trust that a fellow privacy as follows:

trustee has misappropriated ‘Apart from the wrongfulness of the infringement of

funds.. Th? trustee so accuse.d | privacy, intent is also required before liability can be
was dismissed and the remaining ' ,qtaplished”

trustees issued a statement to
donors confirming the dismissal
and raising the grounds of

fraud and incompetence. The

“This means that the perpetrator must have directed
his will to violating the privacy of the prejudiced party,
knowing that such violation would be wrongful.

dismissed trustee filed a case Without these elements intent cannot be found and
against the remaining trustees. therefore neither can the claim for a violation of privacy.
SV Lameck @ This caseis a matter of a trial The court upheld the view that the right to privacy is not

And Others within a trial where the primary absolute and can be limited by the provisions of another
trial involves an investigation by | act, including the Anti-Corruption Act.

the anti-corruption commission
and the secondary case involved
an assessment of evidence in
the primary case relating to bank
account information obtained
directly from the accused’s bank.
The accused alleged that such
actions were in violation of his
right to privacy:.

However, "any such limitation must be interpreted in
such a way that it least impinges on the rights and
values of a person.”’

The court found that the procedural elements in the
Anti-Corruption Act for the procurement of evidence

had not been adequately followed and accordingly the
right to privacy had not been justifiably limited, therefore
the evidence had been unjustifiably obtained and was
inadmissible in the primary case.

In the area of online digital rights (of which privacy and data
protection is an important component) there is a dearth of
case law. In the absence of clear jurisprudence or digital rights

itigation pertaining to privacy rights, it is difficult to anticipate the
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courts’ approach where data protection violations occur. Without
case law, it is also challenging to imagine that a litigant might
rely on Namibia's international obligations where their privacy or
personal data is compromised.

Regional and international commitments

International Covenant on Civil and Political Rights

Namibia became a signatory to the International Covenant

on Civil and Political Rights (ICCPR) in November 1994,

Article 17/ provides that no person should be subjected to the
arbitrary or unlawful interference with his privacy, family, home

or COrrespondence In addition, Article 17(2) provides that

everyone is entitled to legal protection against the infringement
of the right to privacy.

Harmonisation of the ICT Policies in Sub-Saharan Africa

In 2013, as part of the ITU

larmonisation of the ICT Policies in Sub-

Saharan Africa (HIPSSA) initiative, the ITU engaged the Namibian
government to assist the nation in drafting a data protection policy

and data protection legislatior
icated data pro

Dassing of ded
been available

with the objective bemg the eventual

‘ection legislation. The policy has not
for public consultation, according to respondents,

and the draft legislation arising from the HIPSSA initiative, is
obsolete (considering it has not been revisited in several years).

African Union Convention on Cyber Security
and Personal Data Protection

Namibia ratified the African Union Convention on Cyber Security

and Personal Data

Protection (AUCC) in 2019. Article 8 provides
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that states' parties must commit to the establishment of legal
frameworks which protect fundamental rights and freedoms,

particularly the protection of physical data. Further, without

which businesses were established.

data processing

prejudice to the free flow of data, violations of privacy must be
punished. The legal framework must provide that
upholds natural persons’ fundamental rights while acknowledging
state prerogatives, local communities’ rights and the

purposes for

Southern African Development Community Model Law

Namibia is a member of the Southern African

Community (SADC) and signatory to the SADC Mode
a model law, Namibia may benefit from the model (quidance)

provisions for the purposes of

Development

Law. AS

drafting domestic data protection

law but is under no legal obligation to incorporate the provisions
into domestic data protection legislation. On the other hand,
Namibia’'s ratification to the AUCC read with section 144 of the

constitution that renders international obligations binding or

Namibia, is assured to harmonise its data protection

at the principal level, with the AUCC. Similar

law, at least

y, as a signhatory to

the ICCPR, Namibia's data protection law when effected must
assure in accordance with Article 17/ that restricts the arbitrary or

unlawful inter

again